AGoHeHTCKMI goroBop Ne Ha oKa3aHue ycnyr Y4oCToBepsiloLero ueHTpa — sepcusa 5.3
r. MockBa 2023 r.

Hecmomps Ha nepesod Hacmosiwezo [loeogopa Ha SA3bIK, OMIUYHbIO OM aHa/ulcKo2o, 8epcusi Hacmosiueao
[loeoeopa Ha aHenulickoM 5i3blKe ecezada s8/s1emcss KOHMPOsIbHOU U e0UHCMBEHHOU OCHOB0U Orisi MOoJsiIKo8aHUs
ycnosul Hacmosiujeeo [Jozosopa.

BHUMATENIbHO MPOYTUTE HACTOALLMA [OOrOBOP, MPEXAE YEM WCMOMb30OBATH LIMGPOBOWU
CEPTU®VKAT, BbIOAHHBIA BAM UNN BALLEA OPTAHW3ALW. MPU MOLAYE 3AABKM HA MONYYEHWE
LM®POBOIo CEPTUOUKATA Bbl MPUHUMAETE YCNOBUA HACTOAWENO OOMOBOPA. ECIN Bbl HE
NMPUHNMAETE YCIIOBMA HACTOALWENO OOroBOPA, HEMEANEHHO OTMEHUTE 3AKA3 B TEYEHME
CEMW (7) OHEM C MOMEHTA BbIMYCKA LM®POBOIrO CEPTUDUKATA, YTOBbI MONYYUTb MOJHbLIN
BO3BPAT CTOMMOCTWU. ECIN Y BAC BO3HUWKIU BOIMNPOCHLlI MO HACTOAWEMY [OOroBOPY,
OBPATUTECH K HAM MO 3JIEKTPOHHOMY ALIPECY: legal@globalsign.com

«GlobalSign» — aT0 opraHusauus, y kotopoi AGOHEHT pa3mMelyaeT 3aka3 Ha npuobpeteHune CepTtudukata, GMO
GlobalSign K.K. (Anonus), GlobalSign China Co., Ltd. (Kutan), GMO GlobalSign Ltd. (BenukobpuTtaHus), GlobalSign
NV (Benbrus), GMO GlobalSign, Inc. (CLUA), GMO GlobalSign Pte. Ltd (Cunranyp), GMO GlobalSign Inc.
(Pvnunnunbl), GMO GlobalSign Certificate Services Pvt. Ltd (MHgus), OO0 «xn-Om-O moban CanH Pawa»
(Poccust), GMO GlobalSign Solutions in Technology S/A (Bpasunus) unn GMO GlobalSign FZ LLC (O6beguHeHHble
Apabckne OwmupaTtbl). HecmoTpss Ha Bblllecka3aHHoe, ecnn AOOHeHT 3akasbiBaeT KBannduumpoBaHHLIN
ceptndukat elDAS BenukobputaHum, «GlobalSign» osnavaer GMO GlobalSign Ltd. (BenukobpuTaHus), ecnm
ABOHeHT 3akasbiBaeT KeanuduuupoBaHHbii ceptudmkat elDAS EC, «GlobalSign» o3HavaeT GlobalSign NV
(Benbrus).

[daHHbin aboHeHTCKkMn goroBop (danee no Tekcty — «[oroBop») 3akntodéH mexgy ObLecTBOM C OrpaHMYeHHOW
OTBETCTBEHHOCTbIO «[kn-OM-O Mmoban CanH Pawa» (ganee no tekcTy — «KomnaHnus GlobalSign») B nuue
"eHepanbHOro aupekTopa PbbkukoBa [OMutpus AnekcanHgpoBuya, OEWCTBYIOLLEro Ha OCHOBaHUM YcTasa, U
OOLlecTBOM C OrpaHMYEHHOW OTBETCTBEHHOCTbIDO «  » (Oarnee no TekcTy — «ADOHEHT») B nuvue
OeNCTBYIOLLEro Ha ocHoBaHWK [YcTaBa/oBepeHHOCTH].

MpeomeTom gaHHoro [loroBopa SBMSETCA Oka3aHue ycnyr no Bbinycky LindpoBeix cepTudmkaToB 1 NnpegocTaBneHme
ycnyr cornacHo pasgeny 3.0 gaHHoro [orosopa. Ycnyru no Bbinycky LindpoBbix cepTucnkaTtoB npegocTaBnstoTcs
nocrne 3aBepLUeHus npouenypbl Bepudmkaumm AboHeHTa. OnnaTta npousBoguMTcs B TedeHue 15 (nAaTHaguatwh)
KaneHaapHbIX AHeW ¢ MoMeHTa Bbinycka Lindposoro ceptudumkara.

1.0  TepMuHbI U onpeaeneHns
B HacToswmn [JoroBop BKNIOYEHbLI CrieayoLwme NoSIMTUKA U MHCTPYKLMK:
e The GlobalSign Certification Practice Statement (CPS);
e The GlobalSign Warranty Policy;
e The GlobalSign Payment Terms;

TekyLune Bepcum BbllLEeyKa3aHHbIX JOKYMEHTOB HaxoasTcsa no agpecy: https://www.globalsign.com/en/repository/,
https://www.globalsign.com/en/company/corporate-policies u https://www.globalsign.com/ru-ru/repository-ru.
TekyLwiasn Bepcus TpebosaHui CA/B Forum Baseline Requirements HaxoguTcsi no agpecy
https://cabforum.org/baseline-requirements-documents/.

B HacToswem [JoroBope ncnonb3yroTcs crieqyowmne TepMyUHbIl 1 onpeaeneHns:

AOGOHEHTCKMIA JOTOBOp HA OKa3aHHE yCIyT Y JOCTOBEPSIOIIETo IEeHTpa — Bepcus 5.3


mailto:legal@globalsign.com
https://www.globalsign.com/en/repository/
https://www.globalsign.com/en/company/corporate-policies
https://www.globalsign.com/ru-ru/repository-ru
https://cabforum.org/baseline-requirements-documents/

AOGOHEeHT

Adduvnunartbl

BeHedunumapbl

LUundposoro
cepTudukarta

FocypapcTBeHHas
opraHusauus

HocTyn K
nHcpopmauumn
opraHu3sauuu

3aKpbITbIN KntoY

3anpoc Uudposoro
ceptudmkara

Nma pomeHa

KBanuduumpoBaHHbI
" cepTucdumkar

KBanudunumpoBaHHoe
YCTPOMCTBO Ans
co3faHusa nognucen
(QSCD)
KomnpowmeTtauums
KInroya

KoHcopuuym
CA/Browser Forum

3aaBuTenb, NOAABLUNA CaMOCTOSITENBHO NMOO B nuue cBoero lNpeactaBuTtens, B TOM
yncne MNapTHepa, 3asBKy Ha nonyyeHue (Mnn obHoBneHne) Lindposoro ceptudukarta
1 nonyymBLUMi Takon Lincpposon ceptuncmkat nocne ero Bbinycka YAOCTOBEPSIOLNM
LEeHTPOM.

Kopnopauwns, ToBapuLLECTBO, COBMECTHOE MpeanpuaTne unm WHOe Hpuandeckoe
nnLO, KOHTPONMUMpYyeMoe Wnu Haxogsuweecsa nog O6LWMM KOHTpPONeM Opyroro
ropunagnyeckoro nuua wnn opraHa, areHTcTtBa, otaena unm ntoboro npeanpuaTna nog
HenocpencTtBeHHbIM KOHTPOEeM rocygapCTBeHHOro opraHa.

ABOHEHTLI, KOTOpbIE SBNAOTCA yyYacTHMKamMn ABGOHeHTCcKoro [loroBopa wunu npuHANU
Ycnosusa ucnonb3oBaHusa LindposBoro ceptudumkaTa, Bce MNMocTaBLmUKM NpOrpaMmmMHOro
obecne4veHus, ¢ koTopbiMn Komnanus «GlobalSign» 3akntounna KOHTpaKT Ha BKITOYEHNe
CBOMX KOPHEBbLIX CEPTUMUKATOB B MNPWUIIOXKEHUA MNPOrpaMMHOro obecnevyeHus
(Hanpumep, Microsoft), pacnpocTtpaHsemMble Takum [locTaBMKOM MPOrpPaMMHOro
obecneyeHns, n BCe nonarawLmMecss CTOPOHbI, KOTOPble Pas3yMHO nonaralTcd Ha
OeVCTBUTENbHBIN cepTudumkar.

Opuanyeckoe nvuUoO, areHTCTBO, AenapTamMeHT, MWHUCTepPCTBO, dunuan unm
aHarnornyHoe rocyJapCTBEHHOE yupexaeHue, SBNsILLEeecs YacTbio rocyAapCTBEHHON
CUCTEMbI CTPaHbl, yNpaBnseMoe rocyaapCTBOM, UMM MONUTUYECKoe MNoapasaeneHune
BHYTPV CTpaHbl (HanpuMep: ropoA, OKPYr, NMPOBUHLMA U T. 4.).

Paclumpenue LindppoBoro ceptudmkaTa, KOTopoe ykasbiBaeT Ha crnocob gocTyna K
uHcpopMaumn 1 ycnyram ana wuspatens LudpoBoro ceptudoukata, B KOTOPOM
HaXoAMTCs pacLuMpeHne

MaTtemaTtunyeckm CI'eHepl/IpOBaHHbIIZ KITHoM, KOTOprIZ OEPXUTCA BllagesibLleM B CEKpeTe
N NCMNOJ1b3YyETCA, 4yTOObI CO3daBaTb aﬂeKTpOHHble noanncun wnun ana paCLIJI/I(prBKVI
ANIEKTPOHHbIX AaHHbIX.

lMocnegoBaTenbHOCTb ONMCaHa B OCHOBHbIX TpebosaHusx KoHcopumyma CA/Browser
Forum «k BblgaYe U1 ynpaeneHuio nyoGruM4HO-OOBEPEHHBIMKU  cepTudmkaTamm
(«OcHOBHbIEe TpeboBaHuA»), TpeboBaHnax KoHcopumyma CA/B Forum K Bbigaye u
ynpaBneHno nybrnm4yHo-A0BEPEHHbIMIN cepTudmKkaTaMmn C paclUMPEHHOW MPOBEPKOW,
OCHOBHbIX TpebosaHusax KoHcopumyma CA/B Forum K Bblgade v ynpaBneHuto nyenmyHo-
OOBEpPEHHbIMM cepTudmKaTammn nognucu Koga

CvmMBonbHOE MMSA, cryxawee Ana WMOAEHTUUKALMU WMHTEPHET-y3NoB B CUCTEME
OOMEHHbIX UMEH (DNS).

CepTudpmkar, cooTBETCTBYHOLNIA TPEOOBAHMAM, YCTAHOBMNEHHBbIM pernameHTom elDAS
/ UK elDAS.

YCTpOWCTBO AN CO34aHUA SMEKTPOHHOW noanucu/neyartu, oteevarllee TpeboBaHNsIM
npunoxeHus Il k pernameHTy elDAS.

SaKprTbII7I KNWOY cYUTaeTca CKOMMNpoMeTMpoBaHHbIM, €Clit ero [AaHHble Obinn
pacKpbITbl HEAaBTOPM30BAHHOMY KLY, HEaBTOPNU3OBaHHOE JNTULIO MMEeS10 K HeMY OOCTyn,
nnu cyuecTteyet HpaKTVIHeCKI/IVI mMeTo[, C NOMOLLbKO KOTOPOro HeaBTOPU30BaHHOE NNLO
MOXEeT PacCKpbITb €ro 3Ha4yeHue.

[pynna aKkcnepToB B AaHHOW OTpacnu, B KOTOPYO BXOOAT YAOCToBepsoWmne LEHTPbI U
MocTaBLLMKK NporpaMMHoro obecnevyeHus. MoapobHas MHopmauus o6 aToi rpynne
3KCMepTOB AOCTYMHA Mo cebinke: www.cabforum.org
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JTo6asa mHdopmaumsa (HayyYHO-TEXHMYECKas, TEXHOIornyeckas, Npou3BOACTBEHHaS,
(PUHAHCOBO-3KOHOMUYECKAs MMM WHasi, B TOM 4ucne O CcpeacteBax 3aluThl
WHpopmaunm, naeHTudukauum, ayTeHTudukalmm, asTopusauun (normHax, Nnaponsix un
T.4.), cTaTucTnyeckas, MHpopmaums o KNueHTax, 0 NpoaykTax, ycnyrax, pesynbrarax
nuccnegoBaHun U T.4.), nepegaBaemas 3akazymkom VicnonHutento B 060N BO3MOXKHOMN
dopme (YCTHOMW, MMCbMEHHOW, SNEKTPOHHOMW, UHOW), KOTOpas UMeET AENCTBUTENbHYHO
UNU NOTEHUMAmNbHY0 KOMMEPYECKYO LIeHHOCTb B CUMY HEU3BECTHOCTUM €€ TpeTbuUM
nmuam, K KOTOpon HeT cBOBOAHOro AOCTYyNa Ha 3aKOHHOM OCHOBaHMM U 0603Ha4YeHHas
nepegatoen CTOpOHOW kak KoHmAeHUnaneHas (B TOM YMCne B MOMEHT pacKpbITUS);
hakT 3aknoveHnss u cogepxkanue [lorosopa; nepcoHasnbHble AaHHble, onpeaensemMble
B COOTBETCTBMM C 3akoHogaTenbcTBoM Poccuickon Pepepaumu, nepegaBaemble
AboHeHTOM (ero NpeacTtaBuTenem), o6paboTka 1 XpaHeHUe KOTOPbIX OCYLLLECTBISeTCS
Komnanuen «GlobalSign», a Takke niobas nHgopmaums, nonyvyeHHas nyTéM BbIMUCKM,
06006LWeHN NN aHanNUTUYECKNX BbIKNagok n3 KoHdguaeHunanbsHoM MHdopMaLmn.

CamonognucanHbin CepTudmkar, BolgaHHbIN KOpHEBLIM YAOCTOBEPSAOLWUM LEHTPOM
ans cobcTBeHHOM uvaeHTUdUKauumn u Bepudukaunm CepTndukaToB, BblAaHHbIX
Mog4YMHEHHBIM YO0CTOBEPSIOWMM LieHTpam

MpencrtaButens ABoHeHTa nnbo MapTHepa, KOTOpLIM BNageeT NpsiMO OrOBOPEHHbLIMU
NonHOMoYMaAMM ero NpeacTaBnsTb B kayecTse Jlvua, 3anpawwmsatowiero Lincgpposon
cepTndukaTt, WM NpeacTaBnAaTb TPETbEK CTOPOHY (Hampumep, B KayecTBe
nocTaBLLMKa YCIyr B CETU VIHTEPHET NIy XOCTUHIOBOW KOMMNaHWK), KOTOPLIN 3anonHaeT
1 nogaét 3asiBku Ha nony4veHne Lindppoeoro ceptndurkara ot umeHn AboHeHTa. Jlnua,
3anpawwmBatowue LindpoBow ceptudmkat, MoryT ObiTb NpeABapUTENbHO YTBEPXKAEHDI
nocpeacTBoM Takux Ynpaensaembix ycnyr kak MSSL nnm ePKI.

MpencraButens ABoHeHTa nnbo MapTHepa, KOTOpLI BNageeT NpsiMO OrOBOPEHHbLIMU
nonHomo4MaMM ero npeactaenath (i) B kadectse Jluya, 3anpawmsatowero Lincdposon
cepTndumkaT, UnNu NPpeacTaBnsaTb TPETbEK CTOPOHY B kavecTse Jlvu, 3anpalumBarowmnx
Lincpposon ceptudukar, u (i) yrBepxgatb 3asiBkm Ha nonydveHue LimdpoBbix
ceptudukatoB, nofaHHele Apyrumun  Jluamu, 3anpawuvsalowmmu - Lindposon
cepTmdukar.

OpraH, OTBETCTBEHHbI 33 WAEHTUMUKALUMIO U ayTEHTUMKAUMIO B LEMOM WNn
yacTMyHo «CyGbekTa», KOTOpOMY BriocrneacTBuM GyayT BblgaHbl  Liudposble
cepTndumkaTel. «OP» MoXeT nomoraTb B TMpouecce MoJdayn 3asiBKM Ha Bblgady
LiudpoBoro ceptudumkaTa Unm B NpOLIECCE EFO0 aHHYNMPOBaHUSI.

MaTemaTnyeckm creHepupoBaHHbIN KoY, KOTOPLIN HaxoauTcst B cBOGOOHOM oCTyne
1 ucnonb3dyetcs Anst npoBepku LindpoBbix cepTudmkaToB, co3gaHHbIX NP MOMOLLN
COOTBETCTBYIOLLEro 3akpbITOro Krw4ya, M Ans WU(POBaAHUA SMNEKTPOHHbLIX AaHHbIX,
KoTopble MOryT ObITb paclumcpoBaHbl TOMBKO MNPU MOMOLLM COOTBETCTBYIOLLENO
3akpbITOro Knwo4a.

3aKpbITbIN KMOY 1 aCCOLMMPOBAHHbIN C HAM OTKPbITBIN KIHOY.

KOpuauyeckoe nuuo, ynonHomoyeHHoe KomnaHuen «GlobalSign» nepenpogasate unm
npenocTaBnsTb ycrnyrm AGOHEHTY

kod, KOTOpbI ABNSeTcA (YHKUMOHANBbHO BPEOOHOCHBIM WU CEPbE3HO YA3BUMbIM
Gnarogaps cogepXaHulo MporpamMmm-LUINMOHOB, BPEAOHOCHBLIX MporpaMM U ApYyrux
KOOOB, KOTOpble YycTaHaBnueawTca 6e3 cormacua  nomnb3oBaTtensa  U/unu
NPOTUBOAENCTBYIOT COGCTBEHHOMY YyAaneHuio, M KOAOB, KOTOpble MOryT ObiTb
UCnonb3oBaHbl MyTEM, He COOTBETCTBYHOLUMM 3aMbICNly €ro MpPOEeKTUPOBLLVKOB,
KOMMPOMETUPYSA AOCTOBEPHOCTb NNaTgOPM, Ha KOTOPbIX OHW BbIMOJTHSIOTCS.

LieHTpbl cepTudukaumm, ubn Lindposble cepTudmkatbl MOANUCAHBLI KOPHEBLIM
YyOOCTOBEPSIOLWMM LIEHTPOM, UNK APYrMMU NOAYMHEHHBIMK YL,

,El,omeHHoe nMA, KOTOpoe BKIHOYaeT NOMETKM BCeX BbILLIECTOALLUX Y3/10OB B CUCTEME
OOMEHHbIX UMEH B VIHTepHeTe.
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MocTaBWMK nporpaMmMHOro obecnedyeHuss B WHTepHeT-bpay3epax unmM  Opyrux
NPUNOXEHNsIX NPOrpamMMHOro obecneyeHnss MNpoBepsitoLLE CTOPOHbI, KOTOpble
oTobpaxaltT unu MCMonb3ylT CcepTudUuKkatbl M BKNOYalwT B ceba KopHeBble
cepTmdukathbl.

dusnyeckoe nuLO, YMNONMHOMOYEHHOe ABOHEHTOM, [encTBoBaTb OT €ro WMeHu
COrnacHoO NpPsIMO OrOBOPEHHbIX NOMIHOMOYMI, NPeAOCTaBNEHHbIX eMY ABOHEHTOM.

MexceTeBou npoTokon (Tuna "3anpoc-oTBeT") ucnonb3yeTcsa Ans nonydeHus cratyca
oT3biBa LiudppoBoro ceptudmkata B pexuvMe peanbHOro BPEMEHW OT LOBEPEHHOro
cybbekTa («OCSP-pecnoHgepay).

PernameHT EBponenickoro MNMapnameHTta n Coeeta EBponenckoro Cotoza 910/2014 ot
23 nions 2014 r. 06 3NEKTPOHHOW NAEHTUMUKALMN U YOOCTOBEPUTENbHBIX CEPBUCAX
ONS 9NEKTPOHHbIX TPaHCAaKL MM Ha BHYTPEHHEM PbIHKE N 06 oTMeHe [upekTuBbl
1999/93/EC

PernameHnT BenukobputaHum eIDAS 06 anekTpoHHON ngeHtudmrkaumm un
yOOCTOBEPUTENbHBIX CEPBMCAX A8 SNEKTPOHHbIX TpaHcakumn ot 2016 roga..

MHorga ynoMuHaeTcsi Kak «Briageneu» AOMEHHOro umeHu, Ho 6oree npaBuibHO,
yenosek (nOAM) MK opuanveckoe nuUo (nuua), 3aperucTpuMpoBaHHbIE B peecTpe
OOMEHHbIX MMEH KaK umeloLme npaBo KOHTPONMpPOBaTb MCMOMb30BaHWE AOMEHHOrO
UMmeHu. Mimm mMoryT BbiTb omusnyeckue nnu tpuanyeckne nuua, KoTopble YNCHATCH Kak
«PeructpaHTbi» no gaHHeim WHOIS nnu pernctpa GOMEHHbIX UMEH.

JNvuo wvnn opraHu3aumns, perncTpupyrolimMe AOMEHHble MMeHa MoA4 3rMaon Wmn no
cornacosaHunio c: (I) WHTepHeT-kopnopaunen no MNPUCBOEHWIO MUMEH M HOMEpPOB
(ICANN), (II) HauuoHamnbHbIMU oOpraHamw/peecTpaMmuM LOMEHHbIX WMEH, wunu (Ill)
CNpaBOYHO-MHOPMALMOHHBIMN  LieHTpaMn cetu WHTepHeT (B TOM uucne Wux
Admnmatamu, nogpsayvmkamu, aeneratamu, HacnegHUKamm unu
npaBonpeemMHNKamm).

CrtaHgapTbl No 6e3onacHOCTU OTKPbITbIX/3akpbIThiX kntoven (PKI) — WEQ-012 v3.0 u
TpeboBaHna CeBepoamMepuKaHCKOTO COBETa MO 3JHepreTMYeckMM cTaHgapTam K
YyOOCTOBEPEHUI0 AN YNONMHOMOYEHHbIX YAOCTOBepsAWwmux LUeHTpoB. [logpobHbie
OaHHble MO TEXHUYECKUM U ynpaBfeHYecKMM BOMpocam, TpeboBaHUSA K KOTOPbIM
OOIDKEH BbIMOMHATE YOOCTOBEPSAIOWMIA LEHTp, 4TOObl CTaTb YAOCTOBEPSAOLLMM
LEHTPOM, YMNOMHOMOYeHHbIM CeBepoaMeprKaHCKMM COBETOM MO 3HepreTMyeckum
cTaHgapTam.

WNHTepHeT-cepBuUC, KOTOPbLI NepeBoanuT AOMeEHHbIE MMeHa B IP-agpeca.

Cnmcok, BkntovatLwmn B cebs anekTpoHHble AaHHble ¢ nHdopmaumen 06 0TO3BaHHbIX
Lindpposbix cepTudpmkatax

®dusnyeckoe - nuMUo,  YCTPOWCTBO,  cuUcCTeMa nnm lopyandeckoe  nvuo,
noeHTndrumpoBaHHble B LlndpoBom ceptudumkate B kadectBe obbekta. Ecnum
CybObeKkToM SIBNsSieTCst YCTPOWCTBO UNIM CUCTEMA, TO OHO AOIDKHO HaxoamuTbCcs nof
KOHTpONeM 1 ynpaeneHneM AGOHeHTa.

KomnaHnuga «GlobalSign» wnu npeanpustue, Bnagetwuwlee ceptudpumkatom KomnaHum
«GlobalSign» Ha Bblgady LUudposoro ceptucmkata Cybbekty. Komnanus
«GlobalSign» saBnsetca  YgoctoBepsilowMM — LEHTpOM  3akasdumka  COrflacHo
HacToswemy [lorosopy.

Ob6nayHaga cnyxba, koTopas peanusyeT MeTo ynpaeneHus SSL-cepTudukatamu no
3anpocy. Cuctema MrHOBEHHO BblOAET SSL-cepTudumkaTbl BbICOKOW AOBEPEHHOCTMH,
MOXET OnTUMM3MpoBaTb paboune npouecchbl, ucnonb3ywwme craHgapt SSL,
YMEHbLUINTb 3aTpaTbl HA UX codepKaHue W BOBpeMs npeaynpeautb ob ncteyveHun
CpoKa Aencteus cepTudmkaTtoB
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Ynpasnsiemas ycnyra O6nayHasga cnyx06a ynpaBnsaemon nHdpacTpyktypbl PKI, ncnonbsyemas ansi Boinycka

ePKI KnueHTckmx ceptudumkatoB GlobalSign v ynpaBneHus umm

YcnoBus [MonoxeHuns, kacawmMecs COXPaHHOCTU W NpUEMNEMbIX NyTeh MpUMEHEHUs

Mcnosib30BaHUsA Lindbposoro ceptudukaTta, BblAaHHOIO B COOTBETCTBMM C OCHOBHLIMW TpeboBaHMsMN,
korga ABoHeHT siBnsieTca Addunmartom YL,

XpaHutenb JInuo, HasHayeHHOe OTBETCTBEHHbIM 3a XpaHeHue Ludposoro ceptudukata. Um

Lndposoro MOXET ObITb TO Xe Nuuo, 4To U AGOHEHT, Nnbo Apyroe NuULO.

cepTudukarta

Uundposas nognucb [ns kogupoBaHMsa COOBLLEHUA C MOMOLLBI0 aCMMMETPUYHON KPUMTOCUCTEMbI N X3LU-

dyHKUMM TakuMm 06pasom, YTO NMLO, MMetoLee HavarnbHOoe COOBLLEeHNe N OTKPbITbIV
KoY NOANUCaBLUEro MOXET C TOYHOCTbLIO ONPeAenuTb, Obinv M NPon3BeAeHbI Kakme-
nMBo  M3MEHEeHMs C UCMOMb30BaHWEM 3aKpPbITOrO  Kr4a, COOTBETCTBYHOLLEro
OTKPbITOMY KMHOYYy nognucasliero u Obino nvM umcxogHoe coobleHne W3MeHeHo
Bnarogaps npounsBedéHHbIM npeobpasoBaHuaM. [aHHble, nognncaHHble undpoBbIMU
NOANUCAMW, UMEIOT OTHOLUEHUE K OMEKTPOHHbIM AaHHbIM C  npurnaraembiMu
LUMPOBLIMU MOANNCAMMU.

Lndposon ONEKTPOHHbIA OOKYMEHT, KOTOPbIA MCNOonb3yeT LMAPOBYIO MOAMNUCH ANSA NPUBSA3KK
cepTudukar OTKPbITOrO KIto4a 1 ygoCTOBEPEHUS NINYHOCTMU.
OCSP-pecnoHaep MmeeT 3HauyeHue, ycTaHOBNEHHOE B onpegeneHnn TepMuHa [1poTokon npoBepku

ctatyca Lindposoro ceptudpukara OCSP.

Wildcard ceptudomkar  LindppoBon ceptudpmkat, cogepxawinmm 3BE30o4Ky () B KparHEM F€BOM MOJTOXEHWM
noboro M3 MOMHOCTBI YTOYHEHHBIX OOMEHHbIX MMEH CyObekTa, copepXaluxca B
ceptudukare.

2.0 MonHomounAa Ha ncnonb3oBaHue LindpoBbix cepTucpukaToB

21  NpepocTaBneHne NOMTHOMO4YUN.

HauvHas ¢ [aTbl BCTYNNeHNs B CUMNY U Ha CPOK, YKasaHHbIN B KakoM-nmbo BbligaHHOM Lindposom ceptudumkare
(«denictButeneH c» go «HewncteuteneH oo»), Komnanuna «GlobalSign» npegoctaBnaet AGOHEHTY MONTHOMOYMS
MCMNonb30BaTh 3anpoLlleHHbIn um Lindposor ceptudmkaT ona BbIMONHEHUA onepauun ¢ 3akpbiTbiM U (Unwn)
OTKPbITbIM KIMHOYOM.

22  OrpaHuM4eHUs NONMTHOMOYMN.
ABOHeHT 00s3yeTca ucnonb3oBatb LlndpoBon ceptudpmkaT Tonbko € KpunTOorpadMyeckum MporpamMMHbIM
obecneyeHnem, MMEIOLLUM OEVCTBYIOLLYHO NTULIEH3NIO.

3.0 Ycnyru, npepgoctaBnsieMble Komnanuen «GlobalSign»

Mocne npuHsaTUS HacTosiwero [oroBopa W ynnaTtel HeobXxooumbix B3HOCOB, noMumo «[lMpegocTaBneHus
nonHomoumnny, KomnaHvusa «GlobalSign» wnM CTOPOHHUIA MOCTaBLUMK YCryr, HasHadeHHbln KomnaHnen
«GlobalSign», o00sa3yetcs npepoctaBnAtb criegytowme ycnyrm  AGOHeHTY ¢ MOMeHTa Bblgaunm Lindposoro
cepTudukaTa.

3.1 Ycnyrm no npepoctaBneHuio Cnucka or3biBa LindpoBbix ceptudumkaros (CRL), NMpoTokona npoBepku
craryca LucpoBoro ceptudpukara (OCSP) u nHcpopmauum o6 OpraHax, Bblgawowmx cepTudmKaTtbl.
Komnanusi «GlobalSign» o06s3yeTcs npuHMMaTb pasyMHble Mepbl, HEOOXOAuMbIE AN TOro, YTobbl co3pathb,
cobpatb M caenaTb crnegywoliee OOCTYMHbIM B 3MEKTPOHHOM Buae Ansa Bcex CepTndukaToB, NOAMUCAHHBIX U

BbldaHHbIX YaocToBepsowmum LeHTpoM KomnaHum «GlobalSign»:

e Cnuckn ot3biBa Ludposbix ceptudukatoB (CRL) gns kaxgoro ceptudukata € ykazaHUeM TOYUKU
pacnpocTpaHeHus cepTudukata CRL;

e PecnoHgepbl lNMpoTokona npoBepku crtatyca Liudposoro ceptudpmkata (OCSP) gna moboro Lindposoro
cepTudumkaTa ¢ pecnoHgepom NpoTokona npoeepku ctatyca Liudposoro ceptucukata (OCSP);

e  WVHdopmaumo o LUndposom ceptudukate B Mectax foctyna k uHdpopmaumm OpraHusauuu; npu ycrnosuu,
yto KomnaHus «GlobalSign» He MoXeT HeCTu OTBETCTBEHHOCTb 3a HEBLINOMHEHME CBOMX 0b6sA3aHHOCTeWN
cornacHo Hacrtosiemy [JoroBopy B pesynbTaTe Kakon-nnbo 3agepXKu MM HEBO3MOXXHOCTWU BbIMOSHEHNS
0bs3aHHOCTEN BCcrieacTBMEe MOMOMKM 0O0pyaooBaHWs unu cbosi CpeacTB CBS3W, KOTOPbIE HE HaXOAATCH nog
koHTporniem KomnaHun «GlobalSigny.

AOOHEHTCKMI JOTOBOP HAa OKa3aHUE yCIyT Y AOCTOBEPSIONIETro LIEHTpa — Bepeus 5.3



3.2 Cnyx6bl oT3biBa LindpoBbix ceptudmnkaroB
KomnaHus «GlobalSign» moxeT oTo3BaTb cepTudukaT no obcrosiTenbcream, ykasanHbiM B CPS, unu ecnu
KomnaHus «GlobalSign» nonyunt yBegomneHve, unv nHbiIM 06pa3om CTaHeT M3BECTHO, YTO ABOHEHT HapyLumn
Kakne-nnbo 13 cyuecTBeHHbIX 0653aTensCTB No HacToswemy [Jorosopy.

33 FeHepupoBaHue knrova
Ecnu Mapbl kntoyen reHepupytotca Komnanunen «GlobalSign» ot nmeHn AGoHeHTa 1 npegnaratoTCa TOKEHbI UMK
PKCS#12, KomnaHusi «GlobalSign» mcnonb3yeT HagéXHble CUCTEMbl ONis reHepupoBaHus Takux [lap knwoven,
npyv 9TOM MPUMEHSIIOTCA cregylolime yCcrnoBus:

e  KomnaHusa «GlobalSign» reHepupyeT Napbl Kntoyen npyu noMowm nnatgpopMel, KoTopas nogxoauT Ans 3TON
uenu n obecneyvmBaeT WndpoBaHme 3akpbITbiX KIHOYEN npu nx nepegadve AOGOHEHTY;

° Komnanust «GlobalSign» ncnonb3yeT Koy NOAXO0AsWEN ANVHbI U anropuTM Ans SNEeKTPOHHOW MNOANUCH;

e B cnyyae Bbinycka LiudpoBoro ceptuchmkata nognucu koga C  pacluMpeHHOW npoBepkon, ABGOHeHT
npeaynpexaéH o Tom, 4yto Komnanua «GlobalSign» He GygeT BbinyckaTb Koun anvHoto meHee yem 2048 our,
n ona Lndposoro ceptudmkarta nognvcm koga C pacluMpeHHOW npoBepkon ByaeT npeanaratbCa TOMbKO
anropuTm wudposaHns SHA2.

KomnaHus «GlobalSign» He reHepupyeT Napbl kntovern gns nyénmyHo AoBepeHHbIX cepTudmkatos SSL.

34 Ycnyrm no ycTaHoBKe ypoctoBepeHus 6e3onacHocTu cauta pAans  Be6-cTpaHuy  (SiteSeal),
ncnonb3ywwmx Lncgppossie ceptudmkarbl SSL/TLS, n orBeTbl OCSP/CRL-pecnoHaepoB
Komnanus «GlobalSign» npegocTtaBnseT 3asBuTENO paspeLLeHre Mcnonb3oBatb YAOCToBepeHue Ge3onacHocTu
cavita KomnaHun «GlobalSign» Ha BebG-cTpaHuue 3asBuTens C MakCMMarbHbIM  KOJIMYECTBOM MPOBEPOK —
natecoT Thicad (500 000) B AeHb. KomnaHusa «GlobalSign» octaBnsetr 3a cobor npasBo OrpaHnuuTb Wnu
npepBaTb AOCTYN K yoOCTOBepeHusaM 6e30macHOCTM caviTa B Cryyae MPEeBbILEeHUS OrpaHUYeHus.

Komnanus «GlobalSign» npegoctaenser ycnyrm no npoBepke OEeWCTBUTENbHOCTM  BblgaHHoro Lindpposoro
cepTugukata 24 yaca B cyTku, 7 AHen B Hedeno yepes pecnoHaep [poTtokona nposepku crtatyca Lincposoro
ceptudukata unm CRL-pecnoHgep. Ona kaxpgoro Liudposoro ceptudumkata yCTaHOBIEHO OrpaHuyeHue —
nsaTbcoT Thicsd (500 000) npoBepok B AeHb. KomnaHusa «GlobalSign» octaenseT 3a cobor npaBo NpUHYAUMTENBLHOIO
ucnonb3oBaHus TexHonornn « OCSP Stapling» B cnyyae npeBbILWEHUS OrpaHU4eHNs.

35 Ycnyrn metku BpemeHu ansa LudpoBbix cepTudpmukatoB nognmcu koga

KomnaHus «GlobalSign» npegnaraeT BO3MOXHOCTb  YCTaHaBnMBaTb BPEMEHHYKD  MapKUpPOBKY  KoAa,
noanucaHHoro LindposbiM cepTndmkaTom Noanmcu koga, B kadectse 6€3B803Me3aHON yCryry npu paunmoHanbHOM
eé wucnonb3oBaHun. Cregysa nepegosBon npaktuke, KomnaHusa «GlobalSign» pekomengyer ABOHeHTY
yCTaHaBnMBaTb METKYy BPEeMeHW Mpu MOANMCW MPOrpaMMHOrO  KOAa, MCNOMb3ysd COOTBETCTBYHOLLUME CepBepa
BpeMeHHbIx MeTok. Komnanma «GlobalSign» yctaHaBnvMBaeT orpaHuMyeHue pauMoHarbHOro  KonmyecTsa
BPEMEHHbIX MapKMPOBOK B Te4yeHWe cpoka Aencteus Lindposoro cepTtudpmkara noanmcy koga u octaBnseT 3a
cobon npaBO OTMEHUTb YCMyry WnuM npegycMoTpeTb AOMNOMHWUTENbHY nnaTy 3a ycnyry, ecnu KOnu4ecTBO
BPEMEHHbIX MapKMPOBOK OKaXeTcH Ype3mMepHbIM No MHeHUo KomnaHum «GlobalSign».

3.6 Yenyru metku BpemeHu ans LiudgpoBbix ceptudmkaros Adobe Authorized Trust List (AATL)
KomnaHusa «GlobalSign» MoXeT npefoctaBuTb NNaTHYHO YCyry MeTKU BpeMeHU Ans noanucu okymeHtos Portable
Document Format (PDF) un Microsoft Office. JlumnT noanucen B ro cornacHo AaHHOW yCnyre cornacoBbiBaeTCs Npu
nogadve 3asBku. Komnanusi «GlobalSign» octaBnsieT 3a cobovi nMpaBo OTMEHUTbL YCNyry uUnu B3biCKaTb 3a Heé
AOMNOMHUTENBHYHO MaTy, €CNN KONMYEeCTBO onepauuin OTMETKN BPEMEHMW NPEBbILLAET YCTAHOBIEHHbIA IMMNT.

40  OO6s3aHHOCTU U rapaHTUM ADOHeHTa
ABOHeHT u/vnu MapTHep rapaHTupytoT Komnanum «GlobalSign» u beneduuymnapam Lindposoro ceptudumkara:

4.1 TOYHOCTb AaHHBbIX.

AGOHeHT/MMapTHep Bcerga npegocTaBnseT TO4YHYH, MOSHYH W OOCTOBEpPHy  uHdopmauuio  Komnanum
«GlobalSign» B 3agske Ha nonydeHue Lndposoro ceptucpmkara unu no 3anpocy KomnaHuun «GlobalSign» B
cBsA3M C Bblgaden LiudppoBoro ceptudpmkarta, BKMoYasi, HO He OrpaHMymMBasicb uUMeHeM cybwbekta, URL K
WH(OPMALIMOHHBIM UCTOYHMKAM M OOMOMHUTENBHOro onucaHua npu odopmneHun Lindposbix cepTudmkaTon
noanuncu Kopa.
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4.2 3awumTa 3akpbITOro Knrova.
ABOHEHT NpMHMMaET BCe pa3yMHble Mepbl ANS TOro, YTobbl B €OUHONUYHOM MOPSAKE OCYLLECTBNATb KOHTPOIb,
obecneunBaTb KOHPUOEHUMANBHOCTb, MOCTOSHHO 3aluMLaTh 3aKpbIThi K4, CBSA3aHHLIA C 3anpalmnBaeMbliv
LindpoBbim cepTudmkaTtom u nobbiMy CBA3aHHBIMU C HAM AaHHbIE akTUBaL MU UM YCTPONCTBA, Hanp., naponb unm
TOKEH.

Ona Uudposbix cepTucukatoB noanucu koaa ABOOHEHT AOMKEeH nNPUHMMAaTbh E€OVHOMUYHBIA  KOHTPOIb,
obecneunBaTb KOHPUOEHUNANBHOCTb U AOSMKHBIM 06pa3oM 3alumLLaTb B COOTBETCTBUU C pa3gernom 4.15 3akpbiTein
Koy, cooTBeTCTBYOWMI OTKPBITOMY KTy, KOTOPbIN AOMKEH ObiTh BKIIOYEH B cepTuduKaT (1 nobble CBA3aHHbIE
C HMM [aHHble aKTMBauuM WM YCTPOMCTBO, Hamp., Napoflb Unu TOkeH). ABOHEHT 3asBnsieT, 4YTo OH Oyger
reHepypoBaTb U ynpaensATb MOObIM YCTPOWCTBOM, XpaHALWMM 3akpbiTble KMoun, GesonacHbiM crnocobom, Kak
ONMCaHOo B JOKYMEHTE O NydlUMX NpakTukax nognucaHns koga. ABOHEHT JOIMKEH MCMONMb30BaTh Naposum, KOTopble
reHepupyloTca crnydanHelM 00pa3om u cogepxaT He MeHee 16 CUMBOMOB, COAEpXallMX MpOMUCHbIE OYKBbI,
CTPOYHbIE BYKBbI, LINPbI N CUMBOSbI.

43  TNoBTOpHOE NPMMEHEeHMe 3aKPbITOro Krkou4a.
ABOHeHT 0653yeTca He ucnomnb3oBaTb 3akpbiThi Koy Ana Liudposoro ceptudmkata nognucy koga, €cru
OTKPBITBIN KMOY 4151 HEMO yXKe ucnonb3yetcsa unu bygeTt ucnonb3oBaTbca Ans nHoro Lindgpposoro ceptudukara.

4.4 HeHaanexallee ucnonb3oBaHue.
AGOHEHT 06s13aH NpenocCTaBNATb Haasnexawume ceTeBble M ApyrMe CpeAacTBa 3awuTbl, YTOOLI NpegoTBpaTUTb
HeaBTOPU30BaHHOE WNN HeHaafexallee WUCMonb3oBaHMe 3akpbiToro kntouva, a Komnanusa «Globalsigny moxeT
OTMEHUTb cepTudmkaT 6e3 npeaBapUTENbHOrO YBEOOMIIEHUS MPU HaNMuMM HECaHKUMOHMPOBAHHOIO AOCTyna K
3aKpbITbIM Ko4aMm.

45 MpunaTmne LUncdpororo ceptucpmkara.
ABOHeHT 0653yeTcs ucnonb3osatb Lindposon cepTudukaT TOMNbKO Nocre npocMoTpa U MPOBEPKM AaHHbIX,
KoTopble cogepxatcsa B Lindpposom ceptuchmkate. Ecnn AboHeHT He yBegomuT KonaHuto «GlobalSign» B TeueHne
cemu (7) gHen ¢ MOMeHTa nony4veHus, Ycnyra no Beinycky Lindposoro ceptudmkarta cumtaetcs npuHATON.

4.6 Ucnonb3oBaHue Ludposoro ceptucdpukara KomnaHum «GlobalSign».
ABOHeHT 006sa3yeTcs ycTaHaenuBaTtb LindpoBon cepTudpmkat TONbKO Ha cepBepax, KOTopble COOTBETCTBYET
AaHHomy Lindbposomy ceptuchukaty, ncnonbsosatb Lindposon ceptudukar Komnanum «GlobalSign» B ctporom
COOTBETCTBMM [ENCTBYIOLLEMY 3aKOHOAATENbCTBY M CTporo cobnwopaTtb ycrnoBus [oroBopa M ycrnoBus
UCMNOMb30BaHUS.

LincbpoBoin cepTndukaTt HM B KOEM Crydae He OOIMKEH UCMOMb30BaThbCA B NPECTYNHOW AeATENbHOCTU, TakoW Kak
PULLNHIOBbIE aTakW, MOLIEHHUYECTBO, cepTudurKauns 1 NOANUCL BPEAOHOCHbLIX NporpaMM. ABOHEHT NpUHMMaeT
Ha cebsa gononHuTenbHble 06s3aTenbCTBa U rapaHTUM, KacarLwmuecs HeOCO3HaHHOM NOANUCKU NPOrpaMM, KOTOpbIe
copgepxat [logo3putenbHbid KOA, PacnpoOCTpaHEeHMs1 KOHTEHTa, KOTOpbI BBOAWUT B 3abnyxaeHwe, co3gaér
HeygobcTBa wunu pasgpaxaeT nonyyaTtens, Hanp., [lporpammHoe obGecneyeHne, KOTOpoe BKIHOYaeT
HexxenaTtenbHbI OYHKUMOHAM, HepacKpbITbi AOMKHbIM 0O6pa3oM Mnonb3oBaTenio A0 Hayana yCTaHOBKW, UMK
Nnpu3HaeTcsa HexernaTenbHbIM/NoA03PUTENBbHBIM KOMMEPYECKUMU aHTUBUPYCHBIMU NPUITOXKEHUSMU.

ABoOHeHT 00si3aH ucnonb3oBaTb LlndpoBor ceptudmkaT M CBSAA3aHHbLIA C HUM 3aKpbITbIA KMOY TOMbKO B
pa3peLllEHHBbIX M 3aKOHHbLIX LIENsX, B TOM 4ucrne He ucnonb3oBaTb Llndposon ceptudukaTt ans nognucaHus
MoposputenbHoro koga M wucnonb3oBaTb Lludposor ceptudmkaTt m 3akpbITbid KNHOY  UCKNIOYUTENBHO B
COOTBETCTBMM CO BCEMU MPUMEHMMbIMU 3aKOHAMM N UCKIIOYMTENBHO B COOTBETCTBMM C [JOrOBOPOM.

4.6.1 Noanucek channos PDF.
Ecnu LUudposon ceptudmkaT mcnonb3yeTcs Ans noanucu gokymeHTtoB B dopmaTte PDF, AGoHeHT obsA3yeTcs
npegocTaBuTb MHOPMaUMIO, KOTOopas MO3BOMSET MAEHTUUUMPOBATbL NMUO, MOANWCAaBLUEE OMNpeaeriéHHbIN
OOKYMEHT.

4.6.2 UncppoBon ceptudmkar nognmcu koga ¢ pacluiMpeHHON NpoBepPKOM.
ABOHEHT MpPUHUMAET JOMNONHUTENbHbIE 00sA3aTenbcTBa M rapaHTUm u 06s3yeTcs mcnonb3oBaTtb Lindposon
cepTudukaTt nognucK Koaa ¢ pacLUMpeHHON NpoBEpPKOW crneaytow M obpasom:

o MoanucbiBaTb TONbKO KoAbl, COOTBETCTByLWMe TpeGoBaHuaM KoHcopumyma CA/Browser Forum,
npvBeaéHHbIM B BasoBbix TpeboBaHMsiX K Bblgade u ynpasneHuto O6LLeOoCTyNHbIMK cepTuduKaTamm
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noanucy Koaa;

. Mcnonb3oBaTb B CTPOrOM COOTBETCTBUM C AENCTBYIOLLMM 3aKOHOAATENBCTBOM;
° Vcnonb3oBaTb UCKNIOYUTENBHO AN pa3peLLéHHbIX BUA0B AeSTEeNbHOCTN KOMMNaHUu;
. Vcnonb3oBaTb B CTPOroM COOTBETCTBUM C HACTOSILLMM [1oroBopomMm.

Ecnn ABOHeHTy cTaHOBMTCA WM3BECTHO (NbbiMM crnocobamu) O TOM, UTO NOAMWCAHHBIN KOO  COAEPXUT
BPEeOOHOCHOE MporpammHoe obecrnedyeHne unn CepbesHyo ys3BMMOCTb, OH 06A3aH He3ameanuTensHO coobLWwnTb
06 atom Komnanum «GlobalSign».

4.6.3 YcnoBue Microsoft
ABOHEHT Npu3HaeT, YTo komnaHus Microsoft MoXXeT camocTosTenbHO onpeaenaTb KoMnpoMeTauuio Knoya; criyobl
n npunoxenus Microsoft MOryT camMOCTOSITENBHO M3MEHSATb penyTaumio KIMEHTa, YTO BIMSET Ha MPUOCTaHOBKY
aencteus LindpoBoro cepTudunkata HesaBUCUMO OT cTaTyca oT3biBa Lindposoro ceptudukara.

4.7 OTYETHOCTb 1 OT3bIB.

ABoHeHT 0bs3yeTca npekpaTuTb Mcnonb3oBaHue Lindposoro ceptndmkata u CBA3AHHOMO C HUM 3akpbITOro
Knto4ya (3a MCKNYeHMeM paclindpoBKM) U HEMEANEHHO nogaTh 3anpoc B KomnaHuto «GlobalSign» Ha 0T3bIB
Lincdposoro ceptudukarta, ecnu (a) uHcpopmaums, cogepxawasca B Lindposom ceptudmkate, craHoBUTCA
HETOYHOWM uUnn HenpasuneHon; nnu (b) nMeeTca dakT nnu NOJO3peHNe B HEKOPPEKTHOM MCMONb30BaHUK, yTepe,
Kpaxke Mnu KomnpoMeTaumm 3akpbITOro knwouya, cBasaHHoro ¢ OTKpbITeIM KrtodoM LindpoBoro ceptudmkaTta, a
Takke B yTepe KOHTPONs Hag 3akpbiTbIM KITFOYOM U3-3a KOMNPOMEeTaUMy AaHHbIX akTuBauum (Hanp., PIN koga) nnm
WHbIX MpudvH; wunn  (c) B cnyyvae LudpoBoro ceptudpmkata nognucu koga MMEHTCH [oKasaTenbcTBa
ucnone3oBaHusa Lindposoro ceptudpmkarta gnsa nognucu Nogo3pmTensHOro Koaa.

Banpochbl Ha 0T3bIB LincpoBoro ceptudukata AOMmKHbI ObITb OTNPaBEHbl YePEe3 NUYHbIA KabMHET, NCNOMNb3yeMbIi
ansa Bbinycka Lindposoro ceptudukaTa, unm yepes obpatlleHve Ha report-abuse@globalsign.com .

4.7.1 MpuumHbl oT3biBa: AGOHEHT noaTBEPXKAAET NOHMMaHue nNpuynH oT3biBa Lindposoro ceptudmkaTa, B TOM
yncne ykasaHHbix B pasgene 4.9.1 CPS.

4.7.2 YBepgomneHnue GlobalSign 06 nameHeHusix cratyca: Ecnm Ceptucdukar Bbigaetca AGoHeHTy (“HoBbin
cepTndukaT’) Ha OCHOBe [ApYyroro AeNCTBUTENbHOro cepTudmkaTa, Haxogsweroca y AboHeHTa (“‘UcxogHbin
ceptudukat’), n BnocrnencTeum NcxogHeld ceptudmkat Obin OTMEHEH unmn oTo3BaH, AGOHEHT 0653aH cooOLWNTL
Komnanun «GlobalSign» 06 nameHeHHom ctaTtyce ceptudukata. NMocne Takoro ysegomnerus GlobalSign nposeget
paccnegoBaHue, 4ToObl onpeaenvTb, He0BXoAMMO NN NPUOCTAHOBUTL OEWCTBUE UMM OTO3BaTb HOBLIN cepTUdUKaT.

4.8 MpekpaweHue ncnonb3oBaHusa LludpoBoro ceptudukara.
AGOHEHT JOIMKEH HEMELNEHHO NPEKpPaTUTb UCNONb3oBaHME 3aKPbITOro Knko4a, CBA3aHHOIo ¢ OTKPbITLIM KITHOYOM
Lindbposoro ceptuchukata, npn oT3biBe Lindposoro ceptudukarta unm B criydae KOMnpomeTaumm BblnyCcKaroLwero

yL;

4.9 PearupoBaHue.
ABOHEHT [OSKEH cnepoBaTtb MHCTpykuusMm Komnanum «GlobalSign» oTHocuTenbHo cnydaeB KomnpomeTauum
Kroya Unv HenpaBUIbHOro Mcnonb3oBaHus Lindgposoro ceptudumkaTa B Te4eHne copoka BocbMu (48) yacos;

410 TlopTBepxaeHue U NPUHATHE.
ABOHEHT npuHumaeT MNonoxeHnss o npasunax ceptudmkaumm (CPS). AGOHEHT NoATBepPXAAET U cornallaeTcs ¢
TeM, yto Komnanusa «GlobalSign» nmeeTt npaBo He3ameanutensHo oTo3BaTb LindpoBon ceptndukaT B cnydae
HapyweHus 3asButenem ycrnosun [oroBopa wvnu YCroBui MCMNONb3OBaHUA, WM B cnydae, ecnu KomnaHum
«GlobalSign» ctraHoBUTCS M3BECTHO O TOM, YTO LindpbpoBon ceptudmkatr MCNOnNb3yeTcs B MPECTYMNHbIX LENsax, Taknux
KaK (oMLIMHIOBbIE aTakn, MOLIEHHNYECTBO UM  pacnpoCTpaHeHne BPEOOHOCHOro nporpammHoro obecneveHns. B
cnyyae wucnonb3oBaHusa LindpoBbix cepTudukatoB nognucu koga € pacluMpeHHOW MNPOBEPKON COBMECTHO C
ycnyramm u nporpaMmmHbiM obecneveHnem Microsoft, AGOHEHT Takke yBEOOMIEH, YTO HE3AaBUCUMO OT TOrO,
yto Lndbposoii ceptudmukat He oto3saH KomnaHuen «GlobalSign», oH MoxeT 6biTb 0TO3BaH KoMnaHunen Microsoft
0e3 yBegoMIEHMS B CryyasX, eCnv OHa NpU3HaeT ero KOMMpoMeTaLunio, NOAMNUCAHHLIA UM KO BPEOOHOCHbIM,
noJo3puUTENbHbLIM NN HAHOCALLUM Bpe[, Nofb3oBaTeNsM COOTBETCTBYHOLUMX NPOrpaMMHbIX NpunoxeHun Microsoft;

411 PacnpocTpaHeHue uHdopmMaLum.
B oTtHoweHuun LincpoBeix ceptudmkatoB nognmcu koga AGOHEHT NpU3HAET M CornawlaeTcsa ¢ Tem, YTo, ecnm (a)
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Lindposon ceptudpmkat unu ABOHEHT onpegeneHsbl Kak UCTOYHMK Mogo3putensHoro koga, unu (b) nonHoMoums Ha
3anpoc Ludposoro ceptudmkata He MoryT ObiTb NpoBepeHHbIMU, unn (c) Lindposon ceptudmkar oTo3BaH He Nno
3anpocy 3asBuTena (Hanp., B pesynetate Komnpometauum kntoya, obHapyxeHust BpegoHocHoro MO un 1.4.), TO
KomnaHus «GlobalSign» ynonHomoueHa npegoctasute Hpopmauuto 06 ABoHeHTe, nognucaHHom MO, Lindpposom
cepTudpmkate n T.4. ApyruMm YOOCTOBEPSOLWMM LIEeHTpaM, a Takke OTpacreBbiM rpynnam, Bknovas KoHcopunym
CA/Browser Forum.

412 CobnioaeHue OCHOBHbIX TpeboBaHUN.

ABOHEHT NpU3HaeT u1 cornawaeTcs ¢ TeM, Yto Komnanus «Globalsign» moxeT BHOCUTb M3MeHeHus1 B [loroBop, ecnu
3T0 Heobxoanmo ans cobnoaeHUs NModbIX N3MEHEHUI OCHOBHBIX TpeboBaHui KoHcopunyma CA/B Forum K Belgade
N ynpaeneHuno nyonumyHo-goBepeHHbIMK cepTudmkatamm, TpeboBaHun KoHcopuuyma CA/B Forum k Bblgade u
ynpaBnennto nyGrmMyYHO-0OBEPEHHBIMU cepTudmkaTtamm C pacluMpeHHOM MNPOBEPKON, OCHOBHbLIX TpeboBaHui
KoHcopunyma CA/B Forum Kk Bblgade M ynpaBreHuio nybrmyHO-gOBEPEHHBIMU cepTudmnkaTaMmm nognmcu koaa,
TpeboBaHMI NporpaMm KOPHEBbIX CEPTUCMKATOB MOCTABLUMKOB Opay3epoB unu MobblX ApYrnx NpPUMEHUMbIX
TpebosaHun.

413  WUcknwumtenbHbIA KOHTPONb AoMeHoB ans LiudpoBbix ceptudukatoB SSL/TLS.
ABOHEHT noaTBepXAaeT, YTO eMy MPUHAAMNEXNT UCKNIOYUTENBHOE NPaBO KOHTPOMNS Hag OOMeHOM (JoMeHamu)
unn IP-agpecamu, ykasaHHbIMU B CNNCKE anbTepHaTMBHbBIX AOMEHHbIX UMEH (SubjectAltNames), ykasaHHbIM B
3asiBKe Ha nonydeHne Ludposoro ceptudpmkata SSL/TLS. Kak TOMbKO UCKNHOYUTENBbHbBIA KOHTPOSb Ha KakuMm-
nnbo gomeHoMm (gomeHamwu) npekpaiwjaetcs, AOOHeHT o006si3yeTcsl HesamegnuTenbHO coobwmTe 06 aToMm
Komnanuun «GlobalSign» cornacHo obsizatenbcrTBam, yka3aHHbIM B MyHKTE «OTYETHOCTb N OT3bIBY.

414 WcknouuTenbHbIA KOHTPOSIb Hap 3NeKTPOHHbIMM appecamu ana LudpoBbix ceptudmkaros
«PersonalSign».
ABOHEHT NoATBEPXAAET, YTO eMY NPUHAANEXMUT UCKIIOYNTENBHOE NPABO KOHTPOSSI HaZ 3MeKTPOHHbIMWU aapecamu
cornacHo 3asiBke Ha nonydeHue LludppoBoro ceptucpmkara «PersonalSign». Kak TONbKO WCKMHOYUTENbHbLIN
KOHTPOMb Hapd Kakum-nmbo 3NeKTPOHHbIM agpecoMm npekpawaetcs, ABOHEeHT 06sa3yeTcs HesameanuTenbHO
coobwmte 06 atom Komnanum «GlobalSign» cormacHo obsi3atenbcTBaMm, ykasaHHbIM B MyHKTe «OTYETHOCTb U
OT3bIBY.

4.15 FeHepMpOBaHMe M Ucnonb3oBaHue Knro4en
Ecnn I'Iapbl Kntouen reHepunpyrTca ABOHEHTOM Unn I'IapTHepOM, TO cnefnyet nUcnosib3oBaTtb HaOéXHble CUCTEMbI
ana reHepupoBaHuA I'Iap Kriroyen, npn 3TOM NPUMEHAIOTCA Cclneaytouimne ycrnoBus:

o Mapbl knoYen JoMmKHbI reHepupoBaTbCa NPU NOMOLLM Noaxoadilen Ana aTon uenu nnatdgopmel. B criyvae
AATL noanucu JOKYMEHTOB creyeT ucnonb3oBatbh nnatgopmy, COBMECTUMYo co ctaHgapTom FIPS 140-2
2-r0 YpOBHS;

. CnepgyeT ncnonb3oBaTb KoY € noaxopswen ana Lindposon nognncy ANMHOWM M anroputMoM;

. ABoHeHT 06s3aH ygocTtoBepuTbCs, 4TO OTKPbITLIN KoY, npegocTaBneHHbin KomnaHnuen «GlobalSign»,

MOSIHOCTBLIO COOTBETCTBYET 3aKPLITOMY KIouy.

Ecnn TlMapbl knioyer reHepupyloTcsd C MOMOLLbIO annapatHoro obecnevyeHus, cornacHo TpeboBaHusM
cooTtBeTcTBYyloLero MNonoxeHns o npasunax ceptudpumkauum (CPS):

. ABOHEHT ynpaBnseT npoueccamu, BKIioYasi, HO HEe OrpaHMyMBasiCb, W3MEHEHUS AaHHbIX aKTuBauum,
KoTopble obecneuynBaloT MCnonb3oBaHve NMboro 3akpbITOro KMA4Ya B annapaTHbIX MOAYNSX CUCTEMbI
6esonacHoctn (HSM) wnm TokeHax, d4epe3d XpanuTens Lndposoro ceptudukata, obnagarowmm
Heobxoaumon kBanuduKaumemn n 3HaHMsMMU,

. ABGOHEHT rapaHTMpyeT npoxoxaeHne Xpanutenem LludppoBoro ceptudmkara gOSmMKHOro obyveHuss mepam
6Ge3onacHocTu B Lensx, Ans KoTopbix 6bin BelgaH Lindposoi ceptudmkar,
. Bce Xpanutenun Lndposbix cepTrdmkaToB 00A3ytOTCA NpUHMMAThL pa3yMHble Mepbl, Heobxoaumble Ans

nogaepXaHuss MOMHOro KOHTPONs, CoGnioaeHUs KOHMUAEHLMANbHOCTU, AOIMKHOW 3allumTbl  3aKpbIThIX
Knioyen, KoTopble cooTBeTCTBYIOT OTKPbLITLIM KMoYaM U MNOAXOAAT K 3anpawvBaemomy Lindposomy
cepTudmKaTy, a Takke MobbiM CBA3aHHBIM MEXaHW3MaM ayTEHTUMUKALMK AN NONyYeHns AOCTyna K Krovam
— Hanpumep, Naponu K TOKeHam Unu annapaTHOMY MOy CUCTEMbI 6e30MacHOCTHU.

4.15.1 LindpoBble cepTudmkatbl nognmucu Koaa:.

[na ctaHaapTHBIX cepTUdMKaToB NOANUCK KOAA, BbINyLEeHHbIX 00 24 anpensa 2023:

ABOHEHT [OMmKeH Mcnonb3oBaTb OOAWH U3 Creaylowmx CnocoboB Ans CO34aHUsA U 3alMTbl 3aKPbITbIX KIOYen.
KomnaHus «GlobalSign» pekomengyeT ABOHEHTY ucnonb3oBaTtb MeTo 1 unm 2:
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1. Trusted Platform Module (TPM), cogepxawmun B cebe kpunTonpoueccop, obecnevvMBaeT cpencTea
©e30MacHOro co3gaHus Kro4ven LWndpPoBaHNSA, CMOCOOHbLIX OrpaHUYUTbL MCMOSIb30BaHUE Kto4ven. OToT
MoAyINb UMEET crneaytowme BO3MOXHOCTU: yOANEHHY0 aTTecTauuto, NpuBA3KY U HaOEXHoe 3aluLLiEHHOE

XpaHeHune

2. AnnapaTHbIN KpMNTOMOAY b, CEPTUPULIMPOBAHHbBIN KaK COOTBETCTBYHOLLMIA NO KpanHen mepe FIPS 140 Level
2, o6wum kputepusam EAL 4+ nnu akBMBaneHTHbIN

3. Eweé oguH Tun ToKeHa c dhopm-chakTtopom yctpomrctBa SD-kaptel mnu USB-TokeHa (He obsasatenbHO

cepTudmumMpoBaHHbIN kak coBMmecTumblli ¢ FIPS 140 Level 2 unu Common Criteria EAL 4+).
ABOHEHT rapaHTUpyeT, YTO OH OyAeT XpaHWTb TOKEH (PM3NYECKM OTAENbHO OT YCTPOWCTBA, HA KOTOPOM
pa3meLleHa yHKUMA noanncy koga, 4o TeX Nop, NoKa He HaYHETCS CeaHe NMOAMUCHU.

Ona ceptndukatos EV CodeSigning, BbinyLeHHbIX 0o 24 anpens 2023:
3akpbIThi KMto4 AGOHEHTa JOSMKEH ObiTb CreHepupoBaH, COXpaHEeH M UCMONb30BaH B KpUATOMOAYIe, KOTOPbIN
COOTBETCTBYET uUnu npesocxoaut TpebdosaHus FIPS 140-2 level 2 nnn Common Criteria EAL 4+.

[ns Bcex cepTndukaTos NoaNMcH koda, BbinyLEeHHbIX nocne 24 anpens 2023:

ABOHeHT 3asBnseT, 4To ByaeT mcnonb3oBaTb OAVH M3 CriedyloWwmux BapuMaHToB ANS reHepaumm 1 3awutbl CBOMX
3aKpbITbIX KMYEW cepTudpmkaTa MOANMUCM KOda B annapatHoOM  kpuntomogyne ¢ dhopm-akTopom,
cepTnULMPOBaHHOM Kak COOTBETCTBYIOLLMI No KpanHen mepe FIPS 140-2 Level 2 nnm obwum kputepmam EAL 4+:

e  ABOHEHT ucnomnb3yeT annapaTHbIN KPUNTOMOAY b, COOTBETCTBYIOLLMI YKadaHHOMY TpeboBaHuio.

e AOOHEHT wucronb3dyeT obnavHoe pelleHWe ANA reHepauum W 3awuTbl KIOYEN CO Creaylownmu
TpebosaHuamu: a. CosgaHne, XpaHeHne M UCMONb30BaHUE 3aKPbITOrO Krya OOSMKHbI OCTaBaTbCs B
npegenax rpaxHuvy 6e3onacHoCcTv annapaTHOro KPUNToMoAynst 06nayHoro peLleHns, COOTBETCTBYHOLLIErO
ykasaHHbIM TpeboBaHusAMm; b. Nognucka Ha ypoBHe, KOTOPbIA yrnpaBnseT 3akpbiTbiM KIHOYOM, OOMKHa
ObITb HacTpoeHa TakMuM 06pa3oM, 4YTOObI permcTpupoBaTb BCe OOCTYMbl, OnepauMn U U3MEHEHWs
KOHQoMrypaumm K pecypcam, 3almLiatowmym 3aKpbITbIA KoY.

e ABOHeHT wucnonb3yeT cnyx0y noanucu, KoTopas CooTBeTCTBYyeT TpeboBaHuam pasgena 6.2.7.3
“Bba3zoBbIx TpeboBaHWI K Bbiaave obLeaoCTYNHbLIX cepTuUmKaToB NoANMCH koga u ynpaBneHno nmn’,

B nio6oe Bpems npyMeHeHns 1 XnsHeHHoro umkna Ludposoro ceptudmkarta AGOHEHT JOMKEH MMETb BO3MOXHOCTb
no 3anpocy Komnanum «GlobalSign» npenctaBute gokasaTenbCTBO TOro, YTO Mapa KI4Yen CreHepupoBaHa U
3alumiLieHa B COOTBETCTBUM C 3TUMK TpeboBaHmAMN. HenpegocTaBneHne Taknx gokasaTenbCTB MOXET NPUBECTU K
oT3bIBYy Lindposoro ceptudukaTa.

ABOHEHT TaKkke rapaHTUpyeT, YTO OH OyAeT XpaHUTb TOKEH hM3nYeCcKn OTAEMNBHO OT YCTPOMCTBA, HAa KOTOpoM ByaeT
NpoM3BOAUTLCSA NOAMNMCH KoAa, [0 HaYana ceaHca noanucu.

4.15.3 KeanudpmumpoBaHHble cepTudukaTbl: AGOHEHT NPUHMMAET U CornallaeTcsl ¢ TeM, YTo:

. 3aKkpbITble KIHYM OOIDKHbI XPaHWUTbCA (MM COOTBETCTBEHHO WCMONb30BAaTbCA) MOA €AMHOMUYHBIM
koHTponem CybbekTa (B cnydae KBannuULMPOBaHHbLIX CEPTUMUKATOB ANA ANEKTPOHHbBIX Nognucen) unu
noAa koHTponem CybbekTa (B cnyvyae kBanmduumMpoBaHHbIX CEPTUDUKATOB AN1A ANEKTPOHHbIX nevyaTen),

o 3akpbiTble  KMOYM  OOIDKHbI  UCMOMb30BaTbCs  TOMBbKO ANS  9NEeKTPOHHbIX  nognucen (B cnydae
KBanMumumMpoBaHHbIX CEPTUAMKATOB AN 3MEeKTPOHHbIX NOANUCEN) MK INEKTPOHHBIX NevaTtewn (B criyyae
KBanMuLmMpoBaHHbIX CepTUUKATOB AN ANEKTPOHHbIX nevaTen),

[nsa kBanuduuMpoBaHHbIX cepTUdUKaTOB, AN KOTOpbIX TpebyeTcs yCTPONCTBO ANs CO3aHMs KBanMULMpoBaHHOM
noanucu unm nevatn (QSCD):

) LincbpoBble nognncy SOImKHbI Co3A4aBaTbCH TONbKO ycTporictBom QSCD,

) 3aKpbITble KMOYM JOIMKHBI OblTb CreHepupoBaHbl M COXpaHeHbl B cepTuduumnpoBaHHom QSCD, koTopbii
nnbo 6bin NnpegocTaeneH, MMbo ofobpeH B nncbMeHHoN dopme Komnanuen «GlobalSigny,

. CraTtyc ceptudmkaumm QSCD gomkeH KoHTponnpoBaTbcst ADOHEHTOM, U B Criydae M3MeHeHWs! cTaTyca

ceptndukauum QSCD gomkHbl 6biTb NPUHATEI COOTBETCTBYHOLLME MEPDI.

4.16 O6bssaTtenbcTBa CeBepoamMepuKaHCKOro coBeTa Nno 3HepreTuyeckum craHpgaprtam (NAESB).
ABoHeHTbI LindpoBbix cepTndmnkatoB CeBepoaMeprKaHCKOro CoOBeTa Mo aHepreTndeckum ctaHgaptam («NAESB»)
NPU3HaT NOHMMaHue criegyroLmx obssatenscTB CeBepoameprKaHCKOro CoBeTa No SHepreTuYeckum ctaHgapram,
npuBenéHHbix B CTaHgapTe [enoBOW MNpPakTUKM B OMNTOBOM 3nekTpo3aHepreTudeckom cektope WEQO12
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(«CtaHpapTtel WEQ PKI»):

AboHeHTbI, noanagatowme noa aenctemne CtaHgapto « WEQ PKl», gomkHbl bbiTb 3apernctpmupoBaHsl B PeecTpe
naeHTudmrkaumm nonb3oeartenen CeBepoameprKaHCKOro COBETA MO SHEPreTUYECKUM CTaHA4apTamMun U NpeacTaBUTb
AokasaTenbcTBa TOrO, YTO OHM SIBNSOTCA MOMb30BaTENsMW, KOTOPbIM paspelleHO 3aHMMaTbCsl TOProBOW
AEeATENbHOCTLIO HA OMTOBOM PbIHKE 3MeKTpo3Heprun. MNMonb3oBaTeny U opraHusaumm, KoTopeiM TpebyeTtca gocTyn
K nporpaMmamM MOCPeACTBOM ayTeHTudukaumm, onpegenéHHon B Cranpaptax «WEQ PKl», koTopble He
nognagalT nog TpeboBaHMA K y4yaCcTHMKaAM OMTOBOIO pbiHKA 3MEKTPO3HEprun (Hanpumep, perynvpyroLime
areHTCTBa, YHUBEPCUTEThI, KOHCANTMHIOBbIE (OUPMbI U T. 4.) OOMKHbI NPOWTU PErMCTPaLMIo.

3aperncTpupoBaHHble Monb3oBaTeny U rpynnbl Nonb3oBaTenei OOMKHbI COOTBETCTBOBaTb BCeM TpeboBaHuNAM K
KOHEeYHbIM Mornb3oBaTenam, usnoxeHHbiM B CTaHgapTax « WEQ PKl».

Kaxxgas opraHusauusi, kotopas siBnsetcad ABGOHEHTOM, OOIPKHA MOATBEPAUTb YAOCTOBEPSIOLLEMY LEHTPY, YTO
OHa O3HakoMunacb ¥ cormacHa c¢ ycrnosusamu crniegyowmx CrtaHgaptos « WEQ PKi».

4.16.1 ABOHEHT Npu3HaeT NOTPEOHOCTb ANEKTPOIHEPreTUYECKOro CekTopa B 6€30MacHON 3aKpbITOW 3NEKTPOHHOM
CBA3K, KOTOopasi cNOCOBCTBYET BbIMOMHEHUIO CrieayOLWUX Lenen:

L KOHd)VID,eHU,I/IaJ'IbHOCTbZ rapaHTna nonb3oBaTesnto Toro, Y10 HUKTO, KpOME apgpecata, He CMOXEeT Npo4YecCTb
onpep,enéHHyro YacCTb OJaHHbIX;

L AyTeHTVId)VIKaU,I/IFIZ rapaHTna ogHOMY nosib3oBaTesiko Toro, 4To p,pyr017| nonb3oBaTeslb He CMOXET BblaaTb cebsi
3a Hero;

L LleJ'IOCTHOCTbZ rapaHTna HeBO3MOXHOCTU U3MEHUTb OaHHblE NoJib30BaTeNA (HamepeHHo nnm HeHamepeHHo),
He3aBUCMMO OT BpEMEHU N MeCTa,

L npeﬂOTBanJ,eHl/le OTKasa OT BbINONHEHNA 0053aTenbCTB: CTOpOHa He MOXeT OoTpuuaTtb nposeneHune
TpaH3aKkunn nnn oTnpaeky 3J1IEKTPOHHOIO nnMcbma.

4.16.2 ABoHeHT noaTeBepxaaeT npoBepky kpuntorpadmm OTKPLITOrO Kto4a, MpuM KOTOPOW  MCNOMb3YyHTCS
LincdbpoBbie cepTudumkatbl ANs MNPUBHA3KA FIMHHOTO MMM cucTtemHoro OTKPbITOro Krova K Monb3oBaTento u
nopgaepxaHma obmeHa Krnovamv ¢ CUMMETPUYHBIM LUMpOBaHUEM.

4.16.3 ABoHeHT o3Hakomuncs co CtaHgapTamm « WEQ PKI», koTopble cBsidaHbl C co3gaHmeM HagéxHoro PKI.

4.16.4 ABoHeHT o3Hakomurica ¢ lMonoxeHuamn o npasunax ceptndukauum Komnanmm «GlobalSign» (CPS) ans
oTpacneBblX CTaHOAPTOB.

Mpun HeobxoanmocTu, ADOHEHT 065s3aH 3apercTpMpoBaTh PUAMYECKOE NULO U 3aNTUTE «NOeHTUNKALMOHHBIN
KO4 topuanyeckoro nuua», kotopbii 6yget onybnukosaH B NAESB EIR u GyaeT mcnonb3oBaTbCA BO BCEX
aboHeHTCKMX 3asiBkax nonb3oBatens. B cootBetctBum ¢ TpeboBaHusmyn WEQ-012 npu Bbigave Lindposbix
cepTMuKaToB ANA 3JHepreTMYeckon oTpacnv Ana NpunoXeHUn oTnudHblx ot WEQ-012, ACA [OMXKHbI
cooTBeTcTBOBaTh cTaHgaptam WEQ PKI 3a uckntoveHnem nonoxennn WEQ-012.12.1.9, WEQ-012-1.3.3 u WEQ-
012.1.4.3, koTopble TpebytoT perncrtpauum nonb3osatens B NAESB EIR.

ABOHEHTbI A0MKHbI COOTBETCTBOBATb cnegywowmnm Tpe6OBaHMF|MZ

. 3awmwaTe COOCTBEHHbIE 3aKPbITBIE KIHOYM OT LOCTYNa MOCTOPOHHNUX NNLL;

. WpeHTnduumnposaTtb nocpeactsom Peectpa ngeHtndurkaumm nons3osatenen NAESB EIR onpegenéHHoro
nonb3oBaTens, koTopbli Bbibpan Komnanuto «GlobalSign» B kayecTBe aBTOPM30BaHHOIO YOCTOBEPSHOLLETO
LeHTpa;

. BbINONHATL BCe AOrOBOPEHHOCTN U AOrOBOPSI, 3akntoyéHHble ¢ KomnaHuen «GlobalSigny» cornacHo ot4étam

o ceptudmkauum Komnanmm «GlobalSign», koTopble Heobxoaumbl KomnaHun «GlobalSign» ans Belgayum
Lindposbix ceptudukatoB KoHevHbIM Nonb3oBaTensm ¢ Lenbto obecneyeHms 6e30nacHOCTM 3NEKTPOHHOWN
CBSA3K;

. BbinonHsaTe BCe Heob6xoaMMble 06593aHHOCTIM COrnacHo A0roBopy o ceptudumkauum Komnasum «GlobalSigny,
HanpuMmep, nNPOXOAMTL Mpoueaypy nojavn 3asiBKM Ha nonydeHue Lludgposoro ceptucumkara,
noaTBEPXKAEHME NN NPOBEPKY NMMYHOCTU 3akasuduka, 1 npoueaypy ynpasneHus LindpoBbiM cepTUdnKaToM.
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. MoaTtBepxaaTe Hanu4umne nporpammel ynpaeneHus Lindpposbimn ceptudmkatamm PKI, npoxoxgeHne Bcemun
paboTHMkamu 0By4eHuns 3TOM NporpaMmmMe, 1 opraHn3aumio KOHTPoONs Hag cobnigeHnemM AaHHOM NPorpamMmbl.
Mporpamma BkNto4aeT B cebs1, HO HE OrpaHNYMBaETCH, CreayoLnM:

BesonacHocTb 3akpbiToro Lingposoro ceptudukara v NONUTUKY Er0 UCMOMNb30BaHMS;
MonuTtuky oT3biBa LindpoBbIX cepTUdnKaToB;

o VpeHTndukaumio Ttuna AOOHeHTa (Hampumep, nMUO, [AOMMKHOCTb, YCTPOWCTBO MMM Mporpamma) u

npeaocTaBneHne NoMHOM N TOYHOW MHGOPMAaLLMK NO Kaxaomy 3anpocy Lindposoro ceptudmkara.

5.0 TlonHomouus
KomnaHus «GlobalSign» moxeT npegoctaBnsTh y4eTHble AaHHbIE ANns AOCTyNa W/nnm ncnonb3oBaHus criyx6 mnm
ceptudukatoB AboHeHTOB unu MapTHepa. JInuo, nonyymsLLEe Takon AOCTyN, B TOM uncrie AGOHeHT nnu MNapTHep
HeceT OTBETCTBEHHOCTb 3a COXpaHeHNe KOHPUAEHUMANbLHOCTM U 6e30MacHOCTM BalLMX YYETHbIX AAaHHbIX U HEeceT
MOSHY OTBETCTBEHHOCTb 3a BCE AEMCTBUS, KOTOPbIE MPOUCXOOAT C 3TUMMU YYETHBIMWN AaHHBIMMU.

6.0 Onnarta
Ecnn Undposon ceptudukat npuobpetaetca 4depes [MaptHepa KomnaHnum «GlobalSigny», AGoHeHT gomxkeH
ynnaTtutb [NapTHepy B COOTBETCTBUM C YCIOBUSIMU, COrnacoBaHHbIMK Mmexay AboHeHTom n NapTHepom.

ABGOHEHT Npu3HaeT n cornawuaetcs, 4YTo (i) ecrnu AGOHEHT He onnayYnBaeT COOTBETCTBYIOLIME NMaTexu (Hanpumep,
ecnn AGoHeHT npmnobpén Lindpposon ceptudukat yepes [NapTHepa n He onnavmBaeT COOTBETCTBYOLME COOpHI),
unu (i) ecnn MapTHep He onnaunsaeT ycnyrn Komnanuu «GlobalSign», To B COOTBETCTBUM C COrnaLleHNneM MexXay
Komnanwuen «GlobalSign» n lNMapTHepom, He3aBMCUMO OT TOro, onnatun nn ABoHeHT MNapTHepy, ABOHEHT HEe MOXeT
ncnonb3oBatb Lndposon ceptudumkat, KomnaHua «GlobalSign» moxeT oTo3BaTb HeonsiayveHHble Lindgposbie
cepTudukaThbl.

7.0 PaspeweHue Ha nyb6nukauuio nHdopmaumm
AGoHeHT cornaceH ¢ TeMm, 4to KomnaHusi «GlobalSign» moxeT onybnukoBaTb cepuiHbii HOMep Lludpposoro
ceptudukata ABoHeHTa B CBA3WM C pacnpocTpaHeHnem Cnuvcka oT3biBa Liudpobix ceptudukatos KomnaHum
«GlobalSign» n BO3MOXHbIX OTKNMKOB MPOTOKONa NpoBepku ctatyca Liudpposoro ceptucmkara OCSP BHyTpU u
3a npegenamu nepapxum Komnanum «GlobalSign».

8.0 TectoBble LindpoBblie cepTudukaTbl
KomnaHus «GlobalSign» moxeT npegoctaBnsate Liudposbie ceptudukaTtel Ans TectupoBaHusa («TecToBble
Lindposble cepTudukatbl»). ADOHEHT MOXeT ucrnonb3oBaTb TecTtoBble LlndpoBble cepTudukaTtbl TONbKO BO
BHYTPEHHeW, HeNpPOU3BOACTBEHHOM cpefe B paMKaX HEKOMMEPYECKOro TeCTMPOBaHMS.

MpaBo Ha ucnonb3oBaHue TecToBoro LiucppoBoro ceptudmkata MoxeT OblTb OFPaHUYEHO BO BPEMEHU U
AOMNOJSTHUTENBHO OrPaHNYeHO B JOMOSTHUTENBHBIX cornalleHnsix mexay AboHeHTom n Komnanwuen «GlobalSigny, B
3TOM cny4ae npaBo AGOHeHTa Ha ucnonb3oBaHWe OyadeT npekpalleHo nocne ykadaHHou gaTbl. KomnaHus
«GlobalSign» mMoxeT no cobCTBEHHOMY YCMOTPEHUIO MPEKpaTUTb MpaBO WMCMONb30BaHWS Moboro TecToBOro
Lindposoro ceptudumkata B noboe BpeMs. ABOHEHT 0653aH npekpaTuTb ucnonb3osaHne TecTtosoro Lindposoro
cepTudukara.

Otkaz ot [apaHtun. ABOHEHT TMPU3HAET, 4TO TECTOBbLIE LUN®POBbBIE CEPTUOUKATHI
MPEOOCTABNAKOTCA “KAK ECTb " U BE3 KAKUX-TIMBO TAPAHTUW. B MAKCUMAJIbHOW CTEMEHW,
PASPELWLEHHOW MPUMEHMMbLIM 3AKOHOOATENLCTBOM, KOMMAHMA «GLOBALSIGN» MPAMO
OTKA3BIBAETCA OT BCEX 3ABEPEHUI VI TAPAHTWN NMKOBOIO POJA, ABHbIX T MOOPA3YMEBAEMbIX,
BKJTKOYASA, MOMMMO MPOYETO, NMKOBELIE FAPAHTUW TOBAPHOW MPUrOAHOCTW, MPUFOAHOCTW ANA
OMPELENEHHOW LIEENW UNW HEHAPYLLEHWA, OTHOCALLMECSA K NFOBLIM TECTOBBIM CEPTUGUKATAM,
NCNONb3OBAHUIO ABOHEHTOM WX JIKOBON HEBO3MOXHOCTW WMCMONb30OBAHMA TECTOBbIX
CEPTUDUKATOB, PE3YIIbTATAM NX NCIMOJIb3BOBAHNA N HACTOALWEMY JOrOBOPY.

OrPAHMYEHME OTBETCTBEHHOCTW. KOMIAHUA «GLOBALSIGN» HE HECET OTBETCTBEHHOCTU
MEPEN ABOHEHTOM 3A JIKOBbIE TMPETEH3MW, TPEBOBAHVA WIW YBbITKW, BKIMIOYAA BE3
OrPAHNYEHNA NMPAMbBIE, KOCBEHHbBIE WM OCOBBLIE YBbITKA, BO3HUKAIOWWME B PE3YINbTATE
NCMNOJIb3OBAHUA NOBbLIX TECTOBbIX LIN®POBbLIX CEPTU®UNKATOB N NCIMONb30OBAHNA NI OTKASA
OT MCNONb3OBAHUSA TECTOBOIO LIM®POBOIrO CEPTUGUKATA MO NKOBEON NPUYMHE, HE3BABUCUMO
OT TOro, OCHOBAHbI NI TAKUE OEWNCTBUA HA OOFOBOPE UM MHLIM OBPA30OM, BKJTKOYASA
XAJNIATHOCTb.

9.0 OrpaHuyeHHas rapaHTua KomnaHuum «GlobalSign»
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3A WNCKITIOYMEHMEM CNYYAEB, 3AMPELEHHbLIX 3AKOHOOATEJILCTBOM, WM 3A WCKITIOYEHWMEM
MONOXEHUA HACTOALWENO [LOOrOBOPA, B KOTOPbIX TMPEQYCMOTPEHO WHOE, KOMMAHWMA
«GLOBALSIGN» HE MPELOOCTABNAET HUKAKMX TAPAHTWIA, BKMIOYAA TAPAHTUIO TOBAPHOMN
NPUrOAHOCTU N (UNU) TAPAHTUIO NMPUTOOHOCTW AJTA NCMONb3OBAHUA MO HASHAYEHWIO.

B YACTW BbIOAYMN KOMMAHMEN «GLOBALSIGN» W YMPABNIEHUA CEPTU®UKATOM B COOTBETCTBUM
C OCHOBHbIMW TPEBOBAHNAMU U MONOXEHNAMN O NMPABUNAX CEPTUOUKALINKW, TPEBOBAHUAMA
BbIMYCKA  CEPTUOUKATOB C  PACLUMPEHHOM TMPOBEPKOW, TPEBOBAHUAMU  BbIMYCKA
CEPTUOUMKATOB NOoArnMCn KOOA KOMMAHUA «GLOBALSIGN» HE HECET OTBETCTBEHHOCTUW MNEPEQL
ABOHEHTOM, 3ABVCMMOW CTOPOHOW WM KAKOW-TMBO TPETBEM CTOPOHOW 3A KAKOW-NTMBO
YWEPE VN MOTEPW, MOHECEHHBLIE B PE3YJIbTATE MCMOJIb3OBAHMA UIMN MONAFAHUA HA TAKOW
LIMOPOBOW CEPTU®UKAT. B MPOTUBHOM CIYYAE, OTBETCTBEHHOCTb KOMMAHWMN «GLOBALSIGN»
MEPEL ABOHEHTOM, 3ABUCUMOW CTOPOHOW UNW TPETbKM NALOM 3A NMOAOBHbLIA YLWEPE U
MNOTEPU HW MPUN KAKNX OBCTOATEJIbCTBAX HE MPEBLIWLAET ABYX TbICAY AOOJINAPOB CLUA (USD 2
000) 415 CEPTU®UKATOB C PACLUVMPEHHOW MPOBEPKOW (EV) SSL M MOAMUCY KOLA U HE NPEBLILWWAET
OOHOWM ThICAYN AONNAPOB CLLUA (USD 1 000) HA OVH LIM®POBOW CEPTUGUKAT OCTAIbHbLIX TUMOB.

OTA BEPXHAA MPAHMUA OTBETCTBEHHOCTW OIMPAHUNYMBAET OB bEM BOCCTAHOBMMOIO YLWEPBA
N NOTEPb 3A MPEOENIAMW KOHTEKCTA TAPAHTUMHOW MONUTUKMA KOMMAHWM «GLOBALSIGN».
HA CYMMbI, BbIMNIAYUBAEMBIE B PAMKAX TFAPAHTUWHOW TMOMUTUKK, PACIMPOCTPAHAKOTCA
COBCTBEHHbLIE BEPXHWME TPAHULIbI OTBETCTBEHHOCTW. HN MNP KAKMX OBCTOATEJIbCTBAX
KOMMAHMA «GLOBALSIGN» HE HECET OTBETCTBEHHOCTU 3A KAKOW-IMBO KOCBEHHbLIV YLIEPE,
HEMPEOHAMEPEHHbIV YUWEPB, DAKTUYECKUIN YUWEPB, OMPEOENAEMbIN OCOBbIMU
OBCTOATENLCTBAMW, WNW MOCNELYIOWWNA  YWEPB, BO3HUKAOWWMA U3 MM B CBA3N C
NCMONb3OBAHMEM, NMPEOOCTABJIEHVEM, MONATAHVEM, NMUEH3NPOBAHWMEM, MCNONHEHWEM WUIA
HEWCMONHEHVEM TPAH3AKLIMM C UCMONMb30BAHVEM LIMGPOBbLIX CEPTUGUKATOB, SNIEKTPOHHBLIX
MOOAMUCEN, WN  MPOYUMM  TPAHBAKLUMAMK WKW YCNYFAMW, TMPEANATAEMbIMA - N
NOAOPA3YMEBAEMbIMN B HACTOALLEM ABOHEHTCKOM JOIMOBOPE.

HACTOAWEE OrPAHUYEHWME OTBETCTBEHHOCTW OCTAETCA HEW3MEHHbLIM HE3ABUACKMO OT
KOJIMYECTBA QJJIEKTPOHHbLIX TMOAONMUCEN, TPAHSAKLUMW WM  TMPETEH3NW, OTHOCALUNXCA K
LUMOPOBOMY CEPTUDUKATY.

10.0 Cpok percTBUA M ycroBus pactopxeHusi loroBopa
10.1. Hactoawwuin [oroBop BCTynaeT B CUly C MOMEHTa ero akuenTupoBaHus Mpu pasMeLleHun 3akasa wu
npekpawlaeT AeNcTBMe B CriefyoLmx cny4vasx:
10.1.1. npn HeBbINONHEHMN ABOHEHTOM Kakoro-nnbo maTtepuanbHOro obs3aTenbCTBa COrMacHO HacTosLemy
[oroBopy, ecnu Takoe HapyLLUeHNe He yCTpaHAeTCs B TeyeHre nNsatu (5) AHen ¢ MOMeHTa NonyvyeHns yBeaoMIIeHns
06 atom ot KomnaHum «GlobalSign». B pgaHHom cnyyae KomnaHnum «GlobalSign» vmeeT npasBo oTo3BaTb
HeonnayeHHble Lindposblie cepTudmkatbl 1 3ab6NOKMpOBaTh NMYHBIN kKabHeT ABOHEHTA;
10.1.2. B ogHOCTOpOHHEM nopsiake CTOPOHOWM Mpw HampasBneHWW NUCbMEHHOTO YBEAOMMEHUs (B TOM 4ucre no
SMNEKTPOHHOM MNoYTe, yKasaHHOW B pekBu3uTax [loroBopa) B agpec apyrom CTOpPOHbI He3aMennuTenbHO B
cnefyroLmx cryyasx:
(a) cywecTBeHHOe HapyLleHue apyroi CTOpOHOM yCroBuiA HacTosiLwero [lorosopa, ecnv nogobHoe HapyLleHne
npogomkaetcs B TedeHue 10 (gecsaTun) gHen nocne HanpaBneHus yBeAOMMNEHNS O HEBbINOMHEHWUN JOMOBOPHbIX
0b65a3aTenbCTs;
(b) opyrast CTopoHa nHuummpyeT npoLecc 6aHKpPOTCTBA, NpekpaLLaeT BeAeHNne 3KOHOMUYECKOW OeATENBHOCTM
UM HaxoamTCs B NpoLecce NUKBUAALUN; U
(c) ppyras CTtopoHa He MMeeT BO3MOXHOCTM WCMOSHATH CYLIECTBEHHYK YacTb CBOUX 00s13aTENbCTB,
YCTaHOBJEHHbIX HAcTosAWMM [1oroBopom, B pe3yrnbTaTe Kakoro-nmbo cobbiTvs (MM coObITU), CBA3AHHOIO C
obcTosATENBCTBAMM HEMNPEOLONTMMON CUIbl, Mpogokarowmmncs 6onee 1 (ogHoro) mecsua.
(d) npvn BBEAEHWM SKOHOMUYECKMX, (DMHAHCOBBIX M UHBIX CAHKLUIA B OTHOLLEHUN ADOHEHTa;
10.1.3. npu NpegbsBNEeHUN rocygapcTBEHHbIMM opraHamun unm ydpegutenamu Komnanum GlobalSign TpeboBaHus o
NPUOCTaHOBKE W/MNW MNpekpalleHun OeaTenbHOCTU Ha Tepputopumn Poccunckon ®depepauun, B COOTBETCTBUMU C
HononHutensHbiM cornaweHem CTOPOH, MO0 pacTopXXeHWe HaCTOsILLEero JoroBopa B TeveHue 2 (4ByX) Heaerb,
nnbo npuocTaHoBKa AeNCTBMSA HacToswero [JoroBopa Ha CPOK BBEAEHHbLIX OrPaHNYeHUIA.
B ykasaHHOM cny4vae Bce paHee BbinyLleHHble CepTudukaTsl NPOOOKaoT CBOE AENCTBUE B TEYEHNE CPOKA,
Ha KOTOPbIN OHM BbIMYLLEHbI;
10.1.4. JTiob6as CTopoHa BNpaBe pacTOprHyTb JOrOBOP B OAHOCTOPOHHEM BHecyAebHOM nopsake, yBeAOMUB APYIYIO
CTOpOHY, 3a 30 KaneHgapHbIX AHEN A0 AaTbl PpaCTOPXKEHUS.
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11.0 NocnepcTBUA pacTopxeHUs

11.1. Nocne pacTtopxeHnsa HacToswero [Jorosopa no kakon-nnbo npunynHe Komnanusa «GlobalSign» nmeet npaso
oto3Batb Lindposon ceptudpmkat AboHeHTa cornacHo aencreytoLwimm npouenypam Komnanuu «GlobalSign». Mocne
oT3biBa Liudposoro ceptudpmkata ABGOHEHTa MO Kakon-nmbo npuuMHe BCe npasa, NpeaocTtaBrieHHble ADOHEHTY
COMNacHO NYHKTY 2, aHHYNMpYloTCHA. Takoe pacTopXeHne HMKomm obpasom He BnuseT Ha Pasgensl 4, 5,6, 7, 8 n 11
HacToswero ABGOHEHTCKOro [OroBopa, KoTopble OyayT HaxoauTbCA B CUMe U AenCcTBOBaTb A0 MOMHOro MX
BbINOSNHEHWS.

11.2. Mpwn pactopxeHun Hactosiuero [doroBopa AGOHEHT He3aMeLnUTENbHO BbiNnavyMBaeT B MOSb3y KOMMaHWUM
«GlobalSign» cymmbl, nognexawme ynnate 3a nepuon, 3akaHYMBaKLWMACSA B AeHb MpeKkpalleHnsa u/unm

PacTOPXKEHUS!.

12.0
12.1

3akoHbl (i), KOTopble perynupyroT TONKOBaHWe, TONKOBaHWE 1 UCNOMHEHne HacToswero CornalleHuns n Bcex

Mpoymne nonoxeHus
Perynupyroliee 3akoHoaaTenbLCTBO

BOMNPOCOB, MPETEH3UN UMK CMOPOB, CBA3AHHbIX C HAM, BKMOYas UCKM O NpaBoHapyLleHusx, u (ii) cyasl,
obrnagatoLme NCKIMYUTENBHOWN IOPUCAMKUNEN B OTHOLLEHMMN N0OLIX BOMPOCOB, NPETEH3WI UNN CNOopPHI,
W3MOXeHbl B Tabnumue Huxe.

O61bekT GlobalSign B cBogke
3aKasa

MpumeHnmoe npaso

MecTo npoBeneHus

GMO GlobalSign K.K.

AnoHunsa

Okpy»Hon cyn Tokuo,
AnoHns

GlobalSign China Co., Ltd.

Kutan

LWanxan, Knutan

GMO GlobalSign Ltd.

AHIna n Yanbc

JloHOoH, AHrnuns

GlobalSign NV

Benbrus

JleBeH, Benbrus

GMO GlobalSign, Inc. (US)

Hbto-Mamnwmp, CLUA

Cyabl wtata un
denepansHble cyabl Helo-
MamMnwmpa

GMO GlobalSign Pte. Ltd

CwuHranyp

CuHranyp

GMO GlobalSign Inc.

dUNUNNUHLI

Makatn-Cutu, dunmnnuHel

GMO GlobalSign Certificate Services
Pwvt. Ltd

3akoHbl Pecnybnuku
NHouns

Denun, NHgus

3akoHopaTenbCcTBO

GMO GlobalSign Russia LLC Poccuinckon Mocksa, Poccus
denepaumm

GMO GlobalSign Solutions in Bpasunus Beny-OpusoHTtuy, Bpasunus

Technology S/A P y--p » PP
O6beanHeHHble Oy6an, O6beanHeHHble

GMO GlobalSign FZ LLC

Apabckne Bmupartsl

Apabckne DmupaTbl

B oTHOweHun kBanudmrkaumoHHbix ceptudmnkatos elDAS Benukobputanum n EC cnopsl, cBA3aHHbIe C
PUHAHCOBBIMU NN KOMMEPYECKMY Bonpocamu, OyayT pa3peLlartbcs B COOTBETCTBUM C MPUMEHUMbBIM
3aKoHOAAaTeNbCTBOM U MECTOM, YKa3aHHbIM BblILLE.

[nsa keanudukauMoHHbIX cepTudmkaToB elDAS BenvkobputaHuum, Anst CNopoB, CBSA3aHHbIX C cepTUdukaTamu,

perynvpytoLlee npaeso 1 MecTo NpoBedeHUs ByayT Takumum e, Kak ykasaHo Bbeiwe ans GMO GlobalSign Ltd. Ons

kBanuduumpoBaHHbIX cepTudukatos elDAS EC, ons cnopoB, CBsi3aHHbIX C cepTuduKkatamu, perynumpyoLlee

npaBo M MECTO PacCMOTPEHUst ByayT TakMMM Xe, kak yka3aHo Beiwe ans GlobalSign NV.

12.2

O6s3aTenbHbIN XapakTep

Ecnn He ykasaHO uwHOe, HacToswmn [loroBop HOCUT o6s3aTenbHbI Xapaktep M pacnpoCcTpaHseTcs Ha
NpaBoONpPEEMHUKOB, WUCMOMHUTENEN, HacneaHUKOB, NpeacTaBuTenerd M agMWHUCTPATOPOB CTOPOH HACTOSLLEro
[oroeopa. Hukakue npaea, BO3HMKawwWmMe M3 HacTodwero [Jorosopa u LiudpoBoro ceptncdmkara AGOHeHTa, He
MoryT 6bITb nepegaHHbIMM  ADOHEHTOM TpeTbeln cTopoHe. Jliobasi ymbiluneHHas nepegaya wnv genermpoBaHue
npaeB SBNSAETCS HedeWcTBUTENbHOW, a Takke AaéT KomnaHum «GlobalSign» npaBo pacTOprHyTb HACTOSILLWIA
[loroBop B 0QHOCTOPOHHEM NMOPSIAKE.

AOGOHEHTCKMIA JOTOBOp HA OKa3aHHE yCIyT Y JOCTOBEPSIOIIETo IEeHTpa — Bepcus 5.3
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123 WUcuepnbiBawowmmn xapakrep fJorosopa
HaCTOFlLIJ,I/II7I D,OFOBOp COBMECTHO CO BCeEMM [OOKyMeHTaMWn, Ha KOTOpbie TMPUCYTCTBYHT CCbIJIKM B HaACTOALLEM
D,orosope, Kakme-nmbo cornallueHust o npegocrtasneHnn ToBapoB uUnuv ycnyr, unu cornaweHne o nepenponaxe
(ecnu ctopoHa HacTtoswero [loroBopa SBNSETCS NULOM, OCYLLECTBASKOLWMM nepenpogaxy), npeacraBnset
coboin nomnHoe cornalieHne Mexay CTOopOoHaMum M OTMeHdAeT BCe npeabigyuime yCTtHble Unn nucbMeHHble
JJ,OFOBOpéHHOCTI/I, 06H3aTeJ'IbCTBa, cornaweHna o B3aMMOMNOHMMaHWUK, Nepenncky, OTHOCALLYHCA K npeamety
HacTosiero [lorosopa.

124 PaspenbHoCTb nonoxeHuin [loroBopa

Ecnn ogHO 13 nonoxeHwun HacToswero [loroBopa uMnu ero npuMeHeHWe CTaHyT Mo Kakon-nubo npuunHe
He[leNCTBUTENMbHLIMA UMW HEBLINOMHUMbLIMW, OCTarbHble MOSOXeHUs HacToswero [loroBopa U X NpUMeHeHne
K OpyrMM nvuaMm unn obcTosTenbcTBaM [AOMMKHO Haumy4ylum crnocoboM nepefasaTb HaMepeHust CTOPOH
HacTosiwero [forosopa. B JOFOBOPE MPAMO YKA3AHO N COIMMACOBAHO CTOPOHAMMU, YTO KAXOOE
MONIOXEHWE HACTOSLLErO LOrOBOPA, KOTOPOE KACAETCSA OrPAHUYEHUA AENCTBUSA, OTKA3A OT
FAPAHTUA WN UCKIMKOYEHUSA YILEPEBA, ABNAETCA OTOENbHLIM U HE3ABVWCUMbIM OT OPYIUX
MONIOXEHUA N MOXET BCTYMNATb B CUJTY CAMO MO CEBE.

125 YBepgomneHus
Ecnu ABOHeHT xxenaeT unu ot Hero TpedyeTcsa oTnpaBneHne yBeAOMIEHNS, TpeboBaHNst Unn 3anpoca B KomnaHuio
«GlobalSign» oTHocuTenbHo HacToswero [oroBopa, noboe nogobHoe obpalleHne CoCTaBNSAETCsl B MMCbMEHHOWN
dopMe 1 cunTaeTcs OTMNpaBreHHbIM Hagnexawmm obpa3om nMpu OTNPaBNEHUM KYpbEPCKOW Cry0OoK, KoTopas
MOXeT NoATBepAWTb hakT AOCTABKM B MUCbLMEHHOM BMAE WM MO MOYTE, 3aKa3HbIM MMCbMOM C YBEAOMIIEHMEM O
BPYYEHUUN MO aApecy OLHOIO W3 HMDKEMNEPEUUCTIEHHbIX MexayHapodHbix dunuanoB KomnaHum «GlobalSigny:
https://www.globalsign.com/en/company/contact, ¢ nomeTtkon: gns Hpugudeckoro OTtgena.

126 CobGnioaeHne 3KCNOPTHOro 3aKoHOAATeNbCTBA
Kaxxgas ctopoHa 0bssyetcsa cobnogaTb BCe NpumeHnMble beaeparnbHble, FrocyaapCTBEHHbIE U MECTHbIE 3aKOHbI
1 MOA3aKOHHbIE aKTbl B CBA3WN CO CBOEW AeATeNbHOCTbIO MO HacTosweMy CornalleHuio, BKIoYas, HO He
OrpaHN4MBasiCb, BCE NPMMEHUMbIE 3aKOHbl O CaHKLUSIX, 3aKOHbI 06 MMNopTe 1 9KcnopTe, OrpaHudeHuns, Mepbl
KOHTPOMS HaUMOHanbHoOWM 6€30MacHOCTU N HOPMAaTMBHBIE aKTbl (COBMECTHO MMeHyeMble “3akoHbl”). ADOHEHT He
OyaeT MMNopTMPOBaTh, SKCMOPTUPOBAaTb, PE3KCNOPTUPOBATL UMK paspeLlaTb IKCMOPT UM PEIKCMOPT KaKoro-nmbo
cepTudmkaTa unu nboro Apyroro NPOAyKTa B HApyLUEHWe KakMx-Nnbo 3aKoHOB.

127 ObpaboTka KM XpaHeHMe nepcoHaNnbHbIX [AaHHbIX, NpeaocTaBrieHHbIX A6oHeHTOM KomnaHum
«GlobalSign»
Komnanus «GlobalSign» obs3syetcsa cobniogate COGCTBEHHYIO MONMUTUKY KOHPUAEHUMANbLHOCTU (PasMeLLeHHON B
https://www.globalsign.com/en/repository) npu nonyy4eHnn n ncnonb3osaHun nHcopmauum ot AboHeHTa. KomnaHus
«GlobalSign» mMoxeT BHeCTM W3MEHeHVMs B NONMUTUKY KOH(maeHumanbHoCTM B noboe Bpems, pa3mecTvs
N3MEHEHHYI0 NOMNUTUKY KOHPUAEHLUMANbLHOCTU Ha cCBoeM Beb-canTe.

KomnaHus «GlobalSign» mMoxeT npoBepsiTb TakMe NyHKTbl Kak UM 1 hamunusa mnsmyeckoro nuua, agpec wu
APYTYI0 NMYHYK0 MHPOpMaLMIo, NpedoCTaBleHHYI0 BO BPEMS MoJayu 3asiBKM Ha OCHOBe 0a3 AaHHbIX TpeTbew
CTOPOHbI. ATO HeobXoouMO AN OkasaHusl ycrnyri Bbinycka LiudppoBoro ceptudmkata. BeTynasi B HacToawmn
HoroBop, AGOHEHT cornawaeTcs Ha MpoBedeHVWe TakMx MpoBepok. Bo BpemMs npoBedeHus Takmx MNpPOBEPOK
KOHMAeHUnanbHas WHdopMaLms, npegocTaBneHHas ABOHEHTOM, MOXeT ObITb pasrnaileHa
3aperMcTpMpoBaHHbLIM areHTCTBaM KpeauTHOW WHAOpMaLMKn, KOTopble MOTyT BECTM YYET Takoh MHopMauun.
[aHHble MpOBEPKM MNPOBOAATCHA C LENbl MOATBEPXKOEHUS NWYHOCTM, a KpeauTHas MpPoBepKa Kak TakoBas He
nposoauTcs. 3Ta npoueaypa HUKoMM obpa3om He BNMSIET Ha KPeAUTHbIN perTuHr AGOHeHTa.

OG6paboTka nepcoHanbHbIX AaHHbIX, BKMAYasd Mx cbop, 3anucb, cUCTeMaTU3aLMIO, HAKOMMEHWEe, XpaHeHwue,
yTOuyHeHne (obHOBMEHME, W3MEHEHME), W3BMEYEeHMEe, WCMONb30oBaHWe, nepefadvy (pacnpocTtpaHeHue,
npegocTaBnieHne, [ocTyn), obeanuumBaHue, ONOKMpoBaHWE, YyAaneHue, YHUYTOXEHUE OCYLLeCTBNSEeTCS B
cooTBeTCcTBUN ¢ PeaepanbHbIM 3akoHOM Poccunckon degepaumm ot 27.07.2007 Ne152-03.

Llenbto 06paboTkm nepcoHanbHbIX AaHHbIX SABNSAETCA HagneXallee UCNONHEHME CTOPOHAMM YCIOBUI HAacTOSALLErO
Horosopa. O6bem noanexawux obpaboTke nepcoHanbHbIX AaHHbIX onpeaensietca KomnaHunen «GlobalSign» ¢
YYETOM HeobxoanmMoCcTn naeHTudprkauum nuu, obnagaroLmx NOANHOMOYUSAMN AEACTBOBATL B KayecTBe ABOHeHTa
unn lMpenctasutena AGoHeHTa, ecnn ADOHEHTOM SBNSETCA OPUONYECKOE NMLO, a TakKe onpegeneHust nx
NMOJTHOMOYMIA.
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B cnyyae, ecnu nepcoHankeHble AaHHble NPefOCTaBNATCS HENOCPEACTBEHHO CYOBEKTOM NepCoHarbHbIX AaHHbIX,
npegnonaraeTcsd, 4YTo AanbHenwaa ux obpabotka KomnaHuen «GlobalSign» ocylwiectenseTca ¢ uenbto
ncnonHeHuns HactosLero [loroBopa n He TpebyeT JONONHUTENBHOMO BbIpaXXeHWs B TOW UM MHOW dhopme cornacus
cyOGbeKTa nepcoHarnbHbIX AaHHbBIX, €CNN OCYLLECTBNAETCA B COOTBETCTBUM C BbilLEyKa3aHHON Lienbo 06paboTkm
nepcoHanbHbIX AaHHbIX.

B cnyyae, ecnu nepcoHarbHble AaHHble NPEeAoCTaBMSTCA He CYyGBLEKTOM MepcoHarbHbIX AaHHbIX, NULO, UX
npegoctaBnswollee (AGoHeHT, [peactaButens AOOHEHTa), rapaHTUpyeT, 4YTO MpaBO MpeaoCTaBneHus
nepcoHanbHbIX AaHHbIX U UX nocneayouen o6paboTkn NpeaocTaBneHo CyGbEKTOM NepCcoHanbHbIX AaHHbIX AN
3aKrYEHMs UNN UCTNONHeHNst HacToswero [loroBopa, NMG0o UM NpeaocTaBneH OCTyN HEOrPaHMYEHHOIO Kpyra nuL
K CBOMM MepcoHarnbHbiM AaHHbIM. B crnydae, ecnu OocTyn K nepcoHanbHbIM AaHHbIM He MNpPefoCTaBreH WX
cybbektoM, KomnaHus «GlobalSign» He HeCET OTBETCTBEHHOCTb 3a MOCHeACTBUS HEeCaHKLMOHUPOBAHHOW
006paboTKM NepcoHanbHbIX AaHHbIX.

Jnuo, npegocrtaendoliee nepcoHarbHble AaHHble, HECET OTBETCTBEHHOCTb 3a WX NONMHOTY U OOCTOBEPHOCTbL, a
TaKkxXe, eClin OHO He ABndeTcsa Cy6'beKTOM nepcoHanbHbIX OaHHbIX, 3@ TO, YTO npegocTtaBlieHne nepcoHarnbHbIX
OaHHbIX OocyullecTBnAeTCA UM Ha 3aKOHHOM OCHOBaHUW.

Komnanust «GlobalSign» moxeT obpabatbiBaTb, packpbiBaTb W/Wnn nepegaBaTb 3Ty WHGOpMaUnMo CBOUM
adunupoBaHHbIM nMLaM, areHTam K cybnoapsgyvMkam no mepe HeobxoOuMOCTW AMis NMPOBEPKM WU Bblhauu
CepTudmkara, Bkrtodas obpaboTKy, packpbiTue w/wunu nepegady B CTpaHbl, KOTOpblE MOrYT MMETb 3aKOHbl O
3alLUMTe OaHHbIX, KOTOpbIE ABMAITCA MEHEE 3aLLUUTHBIMW, YEM 3aKOHbI CTPaHbl, B KOTOPOW HaxoamTcs ABGOHEHT.

MOOAYA 3AABKN HA TMONYYEHUE LIMOPOBOIO CEPTUGUKATA MNOATBEPXOAET MPUHATUE BCEX
YCNOBUN HACTOSALLEErO IOFOBOPA, B TOM YMCHE YKA3AHHBLIX B HACTOALLEM MYHKTE U NMONUTUKE
KOHOUOEHUMNANBHOCTU  (pasmewieHHon B https://www.globalsign.com/en/repository), A  TAKXKE
MOOBEPXOAET COIMACUWE HA OBPABOTKY, PACKPBITUE W/ NMEPEOAYY NEPCOHAJbHbBIX JAHHBIX
B NMOPAOKE, MPEOYCMOTPEHHOM B HACTOALWEM OOITOBOPE N MONIMTUKE KOHOUOVLIMAIIBHOCTW.

12.8 ToproBble MapKu U NIOroTUNbI
B uensax Hactosiwero [oroBopa Wnu BbINOMHEHUS YCNOBWMW HacTosiwero [oroBopa, ABOHeHT M KomnaHus
«GlobalSign» He momny4alT HUKaKMX NMpaB Ha TOProByl0 MapKy, (MUPMEHHOE Ha3BaHWe, TOroTun U obosHaveHus
N34€ENWN Opyron CTOPOHbI, U HE CMOTYT MCNONb30BaTh MX AnNs NoObIX Lenen, KpoMe Tex, Ha BbINOMHEHNE KOTOPbIX
ObINIO0 MONy4YeHO MMCbMEHHOE paspeLleHne OT CTOPOHbI, KOTopas BriageeT BCEMU NMpaBaMy Ha TakMe TOProBble
MapKK1, (PUPMEHHbIE Ha3BaHUS, NTIOrOTUMbI UM 0603HAYEHMS U3OENVIA.

13.0 Moppepxka KnueHtoB

Mo Bonpocam noaaepxkm A6oHeHT moxeT obpaluatbes B Komnanuio «GlobalSign» yepes support@dglobalsign.com
unn yepes mnwBOM M3 HAWMX MEXAyHaApoAHbIX OQUCOB, MEPEYUCNEHHbIX B  CNWCKE, WNU  Ha
https://www.globalsign.com/en/company/contact .

13.1 MNonuTurka Bo3BpaTa AEHEXHbIX CPeACTB

Ecnn ABOHEHT He NOMHOCTLIO YAOBMETBOPEH BblAaHHbIM LindposbiMm cepTudmkatom, ecnu Lindpposon ceptudpmkar
ObIn 3aka3aH HenocpeacTBeHHO y GlobalSign, AGOHEHT MOXET 3anpocuTb BO3BpaT CPEACTB B TeveHue cemu (7)
OHen ¢ MmoMeHTa Bbigaun Lindposoro ceptudumkara. Jliobor Bo3BpaT 6yaeT nponsBedeH 3a BblHETOM JHOObIX
cbopoB, noHeceHHbIX GlobalSign.

Komnanusa GlobalSign: AGOHEHT:
000 «xun-3m-0 Noban CanH Pawa»

Appec: Poccuiickaa ®epepauus, Appec: Poccuiickas ®epepauus
119435, r. MockBa,
CaBBuHckasi HabepexHas, a. 15, 6 aTax, nomellieHme

Ne1 NHH:
NHH: 7723863185 KMrt:
Krri: 770401001 OrPH:
OlPH: 1137746133370 p/c:
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https://www.globalsign.com/en/repository
mailto:support@globalsign.com
https://www.globalsign.com/en/company/contact

p/c: 40702810500760003649 BaHk
dunuan UenTtpaneHbin, bank BTB (MAO), r. Mocksa BUK:
BUK: 044525411 K/c:
k/c: 30101810145250000411

Moanucsk:
Moanucek:
"eHepanbHbIA AMpekTop

/ Pepkukos . A. / M.IM.

M.TT.
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MpunoxeHue Ne1
K aboHeHTCcKoMy aoroBopy Ne
oT 202_r.
Cneuundmkauymsn

O6LwecTBO C OrpaHUYEeHHOW OTBETCTBEHHOCTLIO «kn-AM-O mob6an CawH Pawa» (ganee no Tekcty —
Komnanus GlobalSign) B nuue NeHepanbHoro gmpektopa PopkukoBa Amutpua AnekcaHopoBuya, AEWACTBYHOLWErO Ha

OCHOBaHuM YcTaBa, WU « » B nvue , AENCTBYIOLLEro Ha OCHOBaHUU
[YcTaBa/[loBepeHHocTU], nanee — AGOHEHT, BMecTe MMeHyeMble — CTOPOHbI, a KaXaoe no oTaenbHocT — CTopoHa,
noanucanu Hactosiwyto Cneundmkaumio kK ABoHeHTckomy porosopy Ne oT 202_r1. 0
HVKEeCneayoLeMm:

1. KomnaHus GlobalSign o6s13yeTcs npeaoctaBuTb, a AOOHEHT ONnaTUTb CrieAyoLme yCryr no BbiMyCcKy LMAPOBLIX
cepTndnKaToB:

Kon-
Ne HaumeHoBaHwue ycnyru B0 LleHa, py®.
Ycnyru no ochopMneHu1to 3akasa Ha BbinyCck LMdpoBOro ceptudukarta
1 | Ha1rog (3akas ) 1
Utoro obwasa croumocTtb, BKkno4vasa HOC:
2. O6Lwas ctoMmocTb HacTosiwen Cneundukaumm, nognexawas ynnate AGOHEHTOM, cocTaBnsaeT ( ) pybnen

___kon., Bkrtovaa HOC 20% - pyo __ kor.

3. ABOHeHT 00s3yeTcs onnaTuTb ycnyru, npeaocTtaensieMble KomnaHuen GlobalSign, Ha ocHoBaHMM BbICTaBNsiEMOro
Komnanwuen GlobalSign cueTa, B COOTBETCTBUM C YCINOBUAMM, YKa3aHHbIMU B TEKYLLLEM MPUIIOXKEHWMN.

4. To dakty okasaHusa ycnyr KomnaHmsa GlobalSign npeacrasnset ABOHeHTY Ha nognucaHme AKT 06 Oka3aHHbIX
ycnyrax B AByX ak3emnnsipax. B cnyyae, ecnu AGoHeHT He Hanpasun KomnaHnum GlobalSign noanucaHHbin AKT coaum-
nNprMémkn paboT unm MOTUBMPOBAHHBIN OTKa3 OT NPUEMKM paboT B CPOK 15 CyTOK nocrie nepeyncrieHnss GEHEXHbIX
cpencTs, paboTbl cunTaloTCA MPUHATBIMKU 6e3 3amedyaHuh ABOHeHTa U OOPMIIATCA OOHOCTOPOHHUM AKTOM
Komnanun GlobalSign.

KomnaHus GlobalSign: AGOHEeHT:
000 «xun-Om-0 Noban CanH Pawax

Appec: Poccuinckan egepauus, Appec: Poccuinckaa egepaums
119435, r. Mockea,
CaBBuHckasi HabepexHas, a. 15, 6 aTax, nomeLlleHme

Ne1 NHH:
WNHH: 7723863185 KIrt:
Kr: 770401001 OrPH:
Ol'PH: 1137746133370 p/c:
p/c: 40702810500760003649 Bank
dunuan UeHTtpaneHbin, BaHk BTB (MAO), r. Mocksa BUK:
BUK: 044525411 K/c:
k/c: 30101810145250000411
Mopnuce:
Mognucsk:
"eHepanbHbI QUpeKTop
/ /
/ Pekukos 0. A. / M.T1.

M.IT.
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